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Section 1 - Introduction  
 
MLWeb is a software system for rendering your MultiLogger project database for browser viewing and 
interaction. It is designed to run on Microsoft Internet Information Services (IIS) using Active Server Page 
(ASP) technology. This platform is available for a variety of Windows server platforms including Windows 
Server 2000/2003/2008 as well as personal OS platforms such as Windows XP Professional, Vista 
Ultimate and Windows 7 Professional. 
 
This User’s Guide will provide the information to configure MLWeb, help you troubleshoot getting the site 
operational and provide instruction in the use of the deployed project interface. 
 
Note: There are several additional steps not detail ed in this User’s Guide that will be required. 
This includes securing a domain name for your site,  securing a static IP for your site, associating 
this static IP with your domain name and provisioni ng and deploying the necessary Internet 
connectivity to provide the basic web functionality  to host your site. Please consult your Internet 
Service Provider (ISP) or IT support staff for help  with these various tasks. We also provide these 
services as needed. Contact Canary Systems for more  information. 
 
Consult the MultiLogger Suite Installation Guide  for additional information on installing MLWeb. 
 
Consult the MLDBConsole User’s Guide  and Insite User’s Guide  for additional information on building 
and deploying the project database.  
 
The general operation and interaction between the various hardware and software components is 
illustrated in this typical deployment illustration: 
 

 
 
The firewall shown in the diagram is not required but highly recommended. Most Windows platforms 
come with a firewall application that is adequate for some deployments. 
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Section 2 - Installation  
 
There are numerous configuration methods for web deployments, dependent on the needs of the project 
including consideration for the number of users, scope of monitoring, security requirements and 
availability of support staff. 
 
This User’s Guide does not provide a comprehensive discussion of all these factors – it is designed to 
help you understand the basic installation issues and provide for deploying MLWeb for simple projects. 
Please consult with your IT staff or contact Canary Systems for guidance regarding specific applications 
and projects. 
 
Consider the following installation – it differs from the previous illustration by using the Web Server to also 
host the Firebird Server.  

 
 
The instructions will pertain to a Microsoft Windows Server 2008  platform with Internet Information 
Services (IIS) version 7  and higher. See Appendix A for information on completing the installation on a 
Windows 7 Professional platform. 
 
Note: A domain name and static IP are also required  for Internet data access to the MLWeb server. 
Domain names are available from a number of registr ation organizations. Contact your Internet 
Service Provider (ISP) for assistance with obtainin g a static IP for use with the registered domain 
and configuring the Domain Name Service (DNS) recor ds to utilize the static IP. 
 
The installation steps are as follows: 
 

1. Install Internet Information Services (IIS) on S erver. (Section 2.1) 
 

2. Configure Server Firewall. (Section 2.2) 
 

3. Install Firebird Server and MLWeb. (Section 2.3)  
 

4. Configure and deploy site. (Section 3) 
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2.1 Microsoft Internet Information Services (IIS) 
 
The following instructions detail how to verify the installation of Internet Information Services (IIS) on a 
Windows Server 2008 installation. See prior MLWeb User’s Guides for installation on older versions of 
Windows Operating Systems including Windows Server 2003 and Windows XP. 
 
Internet Information Services is installed by default when installing Windows 2008 Server. To verify the 
installation from the Start menu select Administrative Tools | Server Manager . 
 
Then expand the Roles shown in the configuration viewer on the right. If IIS is installed it will display in 
the list of Roles active on the server. 
 

 
 
Click on the Web Server (IIS)  entry to display the IIS Events in the right panel. 
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If Web Server (IIS) is NOT shown in the list then select Roles in the view, right-click to display the pop-up 
menu and select Add Roles . 
 

. 
 
This will display the Select Server Roles  dialog, check Web Server (IIS)  in the list and click Next . 
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The Add Roles Wizard  will display to provide more information on the installation of IIS. Click Next  to 
continue. 
 

 
 
A summary of Services will display in the Select Role Services dialog.  

Note: Make sure to also select all the Application Development options. 

Click Next  to continue. 
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You will be asked to confirm the installation of the IIS Role Service. Click Install to begin the installation. 
 

 
 
During the installation an Installation Progress dialog will display, example shown below. 
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Once complete the results will be summarized in a Installation Results dialog. Click Close  to return to 
Server Manager. Note any errors shown. 

 

 
 
Notice in the Administrative Tools group a new Internet Information Systems (IIS) Manager  shortcut. 
Click to display the IIS Manager. 
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2.2 Configure Server Firewall 
 
It is highly recommended to have an additional fire wall between the web server and the Internet.  
This firewall is typically installed between the modem/router/switch connected to the Internet and the 
Windows Server. Firewalls are designed to provide extra security against unwanted and/or malicious 
attempts to connect to the server and potentially compromise it. 
 
There are many options for such firewalls, the simplest to use and configure are the firewall “appliances” 
such as are available from Sonic and other manufacturers. The secondary firewall must be configured to 
allow HTTP (port 80) traffic between the Internet connection and the web server. 
 
The following steps will need to be performed regardless of whether there is an additional firewall 
deployed. 
 
Go to Start | Control Panel | Windows Firewall  to display the Windows Firewall form. Click Change 
Settings  to display the Windows Firewall Settings form.  
 

 
 
Windows User Access Control will ask you to confirm 
display of the Windows Firewall form. 
 
Clock Continue . 
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The Windows Firewall Settings  form will 
display. Make sure the On option is selected to 
enable the Firewall. 
 
Click the Exceptions  to display the detail on 
specific services allowed through the Firewall. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Scroll to the bottom of the list and make sure 
World Wide Web Services (HTTP)  is checked. 
Also if SSL will be used on the server make 
sure Secure World Wide Web Services 
(HTTPS) is checked.  
 
Click OK to save changes. 
 
You will be returned to the Windows Firewall 
form, click OK to close the Windows Firewall 
form. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
You are now ready to test your web server!  
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The best way to do this is locate a second machine with Internet connectivity and type the domain of the 
web server you have just configured. By default the Microsoft web server will show the page 
\Inetpub\wwwroot\iistart.htm , an example is shown below.  
 

 
 
If you do not have connectivity to the web server then the following screen will typically display. 
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The simplest way to test the web server itself is start a browser session on the server and type in the local 
IP 127.0.0.1, machine name  or localhost , an example is shown below. 
 

 
 
Note: If you cannot display the default IIS page th en DO NOT PROCEED until you have resolved 
the connectivity issues. If you are able to show th e default page locally, but not through a second 
Internet connected machine then you will need to ch eck your connectivity settings on the server, 
the second firewall, the Internet connection itself  and possibly the domain. 
 
Once complete you should be able to 
use a second machine with Internet 
access to connect to the MLWeb site.  
 
Enter your.web.site/mlweb/ to access 
the site, the example at right shows a 
sample localhost view. 
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2.3 Firebird Server and MLWeb Installation 
 
Firebird Server should be installed as part of the MultiLogger Suite installation. See the MultiLogger Suite 
Installation Guide for complete information on running the MultiLogger Suite installer. MLWeb is not 
installed by default, the MultiLogger Suite installer needs to be run to install it. 
 
After starting the installer, advance past the Welcome , License Agreement  and Destination Folder  
dialogs. The Program Maintenance dialog will display. Select Modify , then Next  to continue. 
 
Note: If the installer version is newer than what w as originally installed or the installer has not 
been run on the machine then the Setup Type dialog will display, select Custom, then Next. 
 

 
 
The Custom Setup  dialog will display, this allows you to select specific components to install or un-
install. Currently installed applications will be shown in the list, click the drop-down for MLWeb and select 
This feature will be installed on local hard drive.  then Next  to continue. 
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A progress dialog will display during the installation. 
 

 
 
Once complete a status dialog will display. Click Finish  to exit the installer. 
 

 
 
MLWeb installation is now complete. 
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Section 3 – Configuration  
 
Congratulations – you’ve almost completed the deployment! 
 
Here are the remaining configuration steps: 

1. Configuration of the MLWeb project interface. 

2. Configuration of the URL path (optional).  

3. Activation of authentication (optional). 

4. Installation of security certificate (optional -  when using authentication). 
 
The following sections will detail each of these steps. Only the first step is required when using the default 
MLWeb installer paths and configuration.  
 
Also – it is NOT required to use Secure HTTP (https) when using the authentication or login form – but it’s 
highly recommended. 
 

3.1 MLWeb Configuration 
 
Prior to configuring the site you’ll be shown the default Configuration  page of MLWeb, shown below. 
Note the MLWeb version at the bottom of the page.  
 

 



Section 3 – Configuration 

MLWeb User’s Guide  17 

The following section will explain the various items to be configured, see section 4 for more detail on the 
general interface. 

 Database path:  Enter the complete physical path to the database, including the server name. 
Separate the server name from the path with a colon. When configuring the web server to use the 
server on the local machine then use localhost  as the server, e.g. 
localhost:c:\databases\demolog.gdb . When configuring to access remote machines then use the 
IP of the machine, its machine name or a proper DNS address.  

 Master username:  Enter the administrator account name for accessing the database server. This 
should be the sysdba  login or an account with equivalent privileges.  

 Master password:  Enter the administrator password for accessing the database server. The default 
is masterkey , although this should be changed. Use MLDBConsole to change the password.  

 MLServer address:  Enter the machine name or IP address of the computer running MLServer. This 
setting is required when Password Management  is enabled to provide for emailing User Names and 
Passwords to users. When MLServer is running on the local machine enter localhost  as the address. 

 Public roles:  Check which pages are available by the Public logins. Each checkbox corresponds to 
the tab control buttons below the header control. If the corresponding checkbox is cleared then the 
button does not appear to the Public role logins. The sysdba  login can ALWAYS see the 
Configuration page, unless authentication is disabled.  

Note: If authentication is disabled and the Configu ration checkbox has been cleared, the 
settings.config file in the Inetpub\wwwroot\MLWeb\r eferences folder must be edited to re-display 
the Configuration page. Add “ ,admin ” to the roles=  keyword, then save the file. You will also 
need to re-boot the web server for the changes to b e propagated.  

 Refresh interval:  Define the interval, in seconds, that pages are automatically refreshed for the users 
in their browser windows. This allows dynamic update of the display without user intervention. The 
default is 300 or every 5 minutes. 

 Session timeout:  Define the timeout period for users with no activity. Enter 0 to disable timeout. The 
default is 30 minutes. 

 Default graphic:  Select a default header graphic to be used through the site. The header graphics 
are shown above the header and tab control. Generally they are sized for the screen width and an 
appropriate height to allow maximum display of the MLWeb pages. For example, 800x100, or 
1024x100. Use the browse button to locate the file on the local web server or if configuring the site 
remotely then browse to the local machine or network path to select the file. Accepted graphics files 
are .jpg, .gif and .bmp. Keep files as small as possible to improve performance. 

 Login page graphic:  Select a custom graphic for the login page. Use the Browse…  button to select 
the file. To hide display of the graphic then clear the checkbox. See default graphic topic for more 
information on recommended sizes and supported formats.  

 Login page top line:  Configure the text to be shown above the login prompts when using 
Authentication. This can be used to provide instruction to the users or additional information on the 
project.  

 Login page bottom line:  Configure the text to be shown below the login prompts when using 
Authentication. This can be used to provide instruction to the users or additional information on the 
project.  

 Group Views page graphic:  Select a custom graphic for the Group Views page. Use the Browse…  
button to select the file. To hide display of the graphic clear the checkbox. See Default graphic  topic 
for more information on the file format.  

 Custom Output page graphic:  Select a custom graphic for the Custom Output page. Use the 
Browse…  button to select the file. To hide display of the graphic clear the checkbox. See Default 
graphic  topic for more information on the file format.  



Section 3 - Configuration 

18  MLWeb User’s Guide 

 View Alarms page graphic:  Select a custom graphic for the View Alarms page. Use the Browse…  
button to select the file. To hide display of the graphic clear the checkbox. See Default graphic  topic 
for more information on the file format.  

 View Outputs page graphic:  Select a custom graphic for the View Outputs page. Use the Browse…  
button to select the file. To hide display of the graphic clear the checkbox. See Default graphic  topic 
for more information on the file format.  

 View Data Update page graphic:  Select a custom graphic for the Data Update page. Use the 
Browse…  button to select the file. To hide display of the graphic clear the checkbox. See Default 
graphic  topic for more information on the file format.  

 View Group Update page graphic:  Select a custom graphic for the Group Update page. Use the 
Browse…  button to select the file. To hide display of the graphic clear the checkbox. See Default 
graphic  topic for more information on the file format.  

 View Group Status page graphic:  Select a custom graphic for the Group Status page. Use the 
Browse…  button to select the file. To hide display of the graphic clear the checkbox. See Default 
graphic  topic for more information on the file format.  

 View Data page graphic:  Select a custom graphic for the Data | View Data page. Use the Browse…  
button to select the file. To hide display of the graphic clear the checkbox. See Default graphic  topic 
for more information on the file format.  

 Add Data page graphic:  Select a custom graphic for the Data | Add Data page. Use the Browse…  
button to select the file. To hide display of the graphic clear the checkbox. See Default graphic  topic 
for more information on the file format.  

 Edit Data page graphic:  Select a custom graphic for the Data | Edit Data page. Use the Browse…  
button to select the file. To hide display of the graphic clear the checkbox. See Default graphic  topic 
for more information on the file format.  

 Element info:  Select Boxes , Links , or Hidden  to configure the display of the Element references 
shown on the Project Views. Boxes  will show Readings Boxes connected with connecting lines, 
Links  will show the Element Names and Hidden  hides all references.  

Note: When Hidden is selected you can mouse-over th e icons to show the Readings Boxes. They 
will display for 5 seconds before hiding again.  

 Readings boxes line width:  Configure the width of the connecting line when showing the Readings 
Boxes attached to icons, whether enabled for display or when mousing over the icons if the Readings 
Boxes are hidden.  

 Readings boxes line color:  Configure the color of the connecting line when Readings Boxes are 
shown connected to icons, whether enabled for display or when mousing over the icons if the 
Readings Boxes are hidden.  

 Readings boxes configuration:  Configure which elements of the Readings Boxes are shown.  

 Group Views:  The legend box listing icons and descriptions can be enabled for display to the right of 
the graphics of the Group Views page by check Show legend box . The Group Status grid can also 
be shown to the right of the graphics on the Group Views page by checked Show group status . 

 Chart Format:  Select PDF or JPG. Configure this option based on the bandwidth available for 
hosting the MLWeb site. The PDF option creates high-quality editable pdf’s when creating reports and 
charts, however the files may be up to 5M in size. The JPG option with it’s much smaller file sizes, 
typically less than 100K, is preferred for sites with lesser bandwidth. 

 Password Management:  Check to display the Forgot Password and Forgot User Name options on 
the login form to allow email retrieval of passwords and user names. This option is not applicable 
when authentication (no login page) is NOT used. 

 Version:  MLWeb software version. Helpful when requesting support and installing updates.  

Press  to accept any modifications show, press  to cancel the changes. 
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3.2 Configure the URL Path 
 
By default MLWeb is configured to run from the www.yourdomain.com/mlweb path, however this may be 
changed to use the root path, e.g. www.yourdomain.com , or to use a different folder path altogether, e.g. 
www.domain.com/myproject/. 
 
Note: There are several steps to configuring altern ate domain paths – these steps are also 
required when configuring a site to host multiple d atabases.  
 
To begin you’ll need to load the IIS Manager, expand the nodes in the tree control on the left to shown 
Default Web Site , then click Basic Settings…  
 

 
 
This will display the Edit Site dialog. 
 
Note the Physical Path  edit, this displays 
the current path for the website. Enter the 
path to the actual MLWeb folder by either 
entering it directly or using the folder browse 
button located to the right of the edit. 
 
As shown the default path has been modified 
to point to the default MLWeb path.  
 
This will change the root domain, e.g. 
www.yourdomain.com to provide the 
interface to MLWeb directly – no folder name 
will be required. 
 
Click OK to return to the IIS control panel. 
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You will be returned to the IIS Manager form, notice that the folder structure has been updated. The bin 
and references folders have been added as nodes to the Default Web Site .  
 
Hint: You can rename Default Web Site to be a more descriptive name. 
 

 
 
Next the properties for the references folder must be configured.  
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In the IIS Manager  select the references folder for Default Web Site , then click Edit Permissions… on 
the Actions list to the right. 
 

 
 
This will display the references Properties  dialog.  
 
Note the tab control at the top of the form. 
 
Click Security  to display the Security tab. 
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Click Edit  on the Security tab to display the Security 
properties tab. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Click Add  to display to Edit to display the Select Users 
or Groups  dialog, shown on the next page.  
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Enter IIS_IUSRS in the object names edit, as 
shown.  
 
This is the generic web client login for IIS. 
 
Click OK. 
 
 
 
 
 
You’ll be returned to the Permissions form, you should 
see the IIS_IUSRS user name in the list.  
 
Select the IIS_IUSRS user name in the list, click Allow  
checkbox in the Full Control  row.  
 
Click OK to finalize the configuration. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The references Properties dialog will display, not the 
new IIS_IUSRS user name in the list, click on it to 
confirm the Permissions shown in the grid below. 
 
Click OK to return to IIS Manager. 
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3.3 Activate Authentication 
 
By default MLWeb does not show a login form to access your project. The following 2 sections will detail 
how to activate authentication and install a security certificate to provide for secure logins to your MLWeb 
project. 
 
Browse to the web deployment folder (specified during the MLWeb installation) containing the 
Web.Auth.config  file, the default path is \Inetpub\wwwroot\MLWeb . Load the file into a text editor such 
as Notepad, or use an XML editor.  
 
The text shown in yellow is enabled, the text greyed out is disabled. Note the use of the “!--  “ and “-- “ 
to comment out sections.  
 
The following is the default file contents with login form disabled. 

 
<!-- use if no login required--> 
<authentication mode="None" /> 
<!-- end use--> 
<!-- else--> 
<!-- use if login required--> 
<!-- authentication mode="Forms"> 
  <forms name="MLWEB.login" 
   loginUrl="InsLogin.aspx" 
   cookieless="AutoDetect" 
   timeout="200000" 
   requireSSL="false"/> 
</authentication -- > 
<!-- end use--> 

 
To enable authentication then comment out the authentication mode=”None”  section and 
uncomment the authentication mode=”Forms”  section, as shown below. 

 
<!-- use if no login required--> 
<!-- authentication mode="None" / -- > 
<!-- end use--> 
<!-- else--> 
<!-- use if login required--> 
<authentication mode="Forms"> 
  <forms name="MLWEB.login" 
   loginUrl="InsLogin.aspx" 
   cookieless="AutoDetect" 
   timeout="200000" 
   requireSSL="true"/> 
</authentication> 
<!-- end use--> 
 

Additional Web.Auth.config Configuration Notes: 
 

·  Set requireSSL=”true”  or requireSSL=”false” , depending if SSL will be used. You will 
need to install a security certificate to use SSL (Secure Socket Layer). See the following section 
for more information. 

 
·  Note the site name encapsulated in the forms name=”MLWEB.login”  keyword. This should be 

set to match to the actual folder used for the site, default refers to the MLWeb installation default. 
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3.4 Install Security Certificate 
 
When using the login form it is highly recommended to use Secure Socket Layer (SSL) technology. This 
provides for dedicated ports to the server and 128-bit encryption. Without SSL a hacker could potentially 
commandeer a logged in connection to your project database. It is widely used on the Internet for credit 
card transactions or other secured sites, as shown by the HTTPS prefix when viewing the URL of the 
secure site pages. 
 
Installation is straight-forward. It involves purchase of a security certificate for the domain that will be 
hosting the site. There are numerous companies selling such certificates such as Go Daddy 
(www.godaddy.com), VeriSign (www.verisign.com) and Thawte (www.thawte.com). The cost ranges from 
$20 to $150 per year per domain. 
 
There are several steps to installing and configuring https, as follows: 

1. Create Certificate Request File. 

2. Purchase, Activate and Download SSL Certificate using Certificate Request File. 

3. Complete Certificate Request. 

4. Allow HTTPS through Windows Firewall. 

5. Configure site to use SSL. 
 
The following sections will provide more detail on each of these tasks. 
 

3.4.1 Create Certificate Request File 
 
Using IIS Manager, select the Server, then double-click the Server Certificates icon.  
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The Server Certificates view will display. Double-click the Create Certificate Request  option on the right. 
 

 
 
First configure the properties for the certificate request. Common name is usually the name of the site. 
Click Next  once complete. 
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Configure the cryptographic properties for the certificate. Select either Microsoft RSA SChannel 
Cryptographic Provider  (default) or Microsoft DH SChannel Cryptographic Provider . Select 
Microsoft DH SChannel Cryptographic Provider  when you must exchange a secret key over a network 
that is not secure and you have had no prior communication with the other party. Select a bit length that 
the provider you selected will use. By default, the RSA SChannel provider uses a bit length of 1024, and 
the DH SChannel provider uses a bit length of 512. A longer bit length increases the level of encryption. 
However, it can decrease performance because it requires the transmission of additional bits. Click Next  
to continue. 

 
 
Last, specify a file name to store the Certificate Request information. Use the Browse button to specify 
an alternate file and/or folder, then click Next  to continue. 
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3.4.2 Purchase and Activate SSL Certificate 
 
Visit your preferred certificate provider to purchase the certificate. You will need the contents of the 
certificate request file, use a text editor to open the file and copy and paste the file contents to the 
certificate provider. 
 
If successful the certificate provider will allow you to download a Certificate Response File, this is needed 
on the server for SSL activation. 
 
Note: Please consult the instructions from the cert ificate vendor for any additional installation 
steps that may be required. For example, the certif icate authority may need to be added to the 
servers list of pre-authorized vendors. This is don e using Microsoft Management Console (MMC).  
 

3.4.3 Install Security Certificate 
 
To complete the certificate installation double-click the Complete Certificate Request  option on the right 
panel of the Server Certificates view of IIS Manager. 
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A dialog will display to allow browsing to the Certificate Response File that was received by the certificate 
authority. Use the file browse button or enter the path to the file directly in the edit. Click OK to continue. 
 

 
 
If certificate installation was successful the Server Certificates view should update with the certificate. 
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3.4.4 Configure Windows Firewall 
 
You will need to configure the Server Firewall to allow HTTPS communications. See section 2.2 for more 
information on configuring this exception. 
 

3.4.5 Site Configuration 
 
The last step is to configure your site to use the SSL certificate. There are several steps to this process. 
 
First, using IIS Manager, select the Default Web Site , then double-click Bindings . 
 

 
 
This will display the current 
bindings for the default 
website.  
 
Click Add  to add the binding 
for HTTPS. 
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For Type, select https, then for SSL 
certificate  select the certificate that was 
previously installed. 
 
Usually IP address is unassigned as the 
DNS record would point the domain that 
was registered to the router or server IP 
address directly. 
 
The default Port should be left at 443. 
 
Press OK when complete. 
 
The Site Bindings form will 
display and should show the 
updated list of bindings.  
 
Press Close  to return to the 
IIS Manager. 
 
 
 
 
 
 
 
 
The next step is to configure the Default Web Site to use the SSL certificate. Select the Default Web Site 
and double-click SSL Settings . 
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This will display the SSL Settings page. Check Require SSL , Client certificates to Ignore . Click Apply  
once finished. 
 

 
 
A message should display indicating the SSL Settings where updated. 
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Next the path and SSL Settings for the JumpSSL.html  file need to be configured. This html file provides 
for re-directing browsers to the HTTPS path if only HTTP was entered in the URL edit of their browser. 
 
In IIS Manager select the site to modify, in this case MySite . Double-click the Error Pages icon. 
 

 
 
This will display a list of custom error pages that have been configured for the site. Double-click the 403.4 
page. 
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The properties of the jumpSSL.html file 
will display in the Edit Custom Error 
Page dialog. 
 
Note the path shown in the URL edit, 
edit the path to match the folder where 
the site content is found. 
 
The default for a cloned site is to show 
the path of the original MLWeb folder 
which is usually /MLWeb. 
 
Press OK once the path is updated. 
 
Hint: This setting can also be 
configured by editing the file 
Web.httpErrors.config which is found in 
the website content root folder. 
 
 
 
 
 
 
 
 
Double-click the site again to display the Features View, then click the Content View  option at the 
bottom, as shown on the screenshot. 
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Scroll down the list of files and select the jumpSSL.html  file. With the jumpSSL.html  file selected 
double-click the Switch to Features View  on the upper right part of the form. 
 
Note: Do not click the Features View at the bottom of the content view. 
 

 
 
Notice that the jumpSSL.html  file will now be shown as an item in the Connections panel. Double-click 
the SSL Settings  icon with the jumpSSL.html file selected in the Connections panel. 
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This will display the SSL Settings for the jumpSSL.html file. Uncheck the Require SSL  checkbox, then 
double-click Apply  in the upper right. Client certificates should be left at the default setting Ignore . 
 

 
 
A message will display in the Alerts panel to indicate the changes have been made. 
 

 
 
 
 



Section 3 – Configuration 

MLWeb User’s Guide  37 

You are now ready to test the SSL connection to the site. Enter the URL in the browser and press enter. 
The site should re-direct automatically to a HTTPS connection, example is shown below. 
 

 
 
If a certificate error is displayed then double-check the domain name that was registered for the certificate 
against the Binding configured for the site. See additional trouble-shooting tips in section 5. 
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Section 4 – User Interface  
 
The MLWeb user interface is designed to be intuitive and easy-to-use. If the login form is enabled you will 
be required to enter your User Name  and Password  to access the site – see section 5.2 for an example 
login form.  
 

4.1 Interface Basics 
 
When first loading the site the Group Views  page will be shown – this applies whether the login form is 
enabled or disabled. A sample view is shown below with instruction regarding the basic controls. 
 
 
 
 

 

Function Menu  – Select which MLWeb page is shown. The default page is the Views page. The options 
available will be a function of the Configuration page settings and the User profile. See section 3.1 for 
more information on the Configuration page, see Appendix D for more information on User Logins. 

Groups View Navigator  – The Navigator shows a tree view of the database structure including available 
Views and Outputs. 

Views  – The currently selected View is shown, the Top Window shows by default. 

Header Graphic Area  – By default no graphic is shown, but each MLWeb page is user customizable for 
a header graphic. See section 3.1 for more information. 

The following sections will elaborate on each of the MLWeb pages. 

Groups View Navigator Views Function Menu Header Graphic Area 
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4.2 Views Page 

The Views page is the default MLWeb page. It is shown when first connecting to the site whether the 
login page is enabled or not. 

It is analogous to the Insite Image Windows, where the project is represented by a series of images, on 
the images are instrument icons denoted by icons and attached to the icons are the Readings Boxes 
showing current measurement and status. These elements are described in the sample view. 
 
 
 
 
 
 
 

 
 
 
 
 
Note: These interface elements are all configured u sing Insite – please see the Insite User’s Guide 
for more information on building the project databa se and configuring the Project Views and 
related functionality. 
 
 
 

Group Selector Legend Box 

Project View 

High Alarm  
Readin gs Box  

Low  Alarm  
Readings Box  

Events Link  
(click to list)  

No Alarm  
Readings Box  

Element Icon 

Show Top View 

Move View Up 

References Line  
(click to show) 

Group Status 
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One of the key features of the Views page is the ability to generate the pre-configured outputs by clicking 
on the Icons, an example Quick Chart generation is shown below. 
 

 
 
These associations are configured using Insite – when generating a Quick Report, Quick Chart, 
Instrument Report, Element Chart, Wind Rose, Event Chart or Inclinometer, MLWeb will produce either a 
PDF or JPG rendition of the output depending on the configuration page setting. The outputs can be 
printed or saved using the controls at the top of the pop-up window. The PDF output can be zoomed and 
includes several other interactive features. 
 
When generating a Spreadsheet output a temporary .CSV will be created and Excel will be launched. You 
must have Microsoft Excel installed on the browser machine to successfully load the Spreadsheet 
outputs. The .CSV file output type must also be associated with Microsoft Excel to properly load the file 
and parse the data values into their respective cells. 
 
Be sure to close the output when finished with viewing, printing or saving it. 
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4.3 Custom Output Page 
 
The Custom Output page allows generation of generation of custom Reports, Charts and Spreadsheets. 
Usually the desired reports and charts are pre-configured and stored in the database and then run by 
clicking on the element icons or selecting from the Output list – however this form allows for output of 
specific outputs not presently stored in the database. 
 
Note: Any custom output configurations created usin g the Custom Output page ARE NOT stored 
in the project database! 
 
The page controls are explained below. 
 
 
 
 
 

 
 
 
 
 
Once the configuration is finalized then press Go to execute. 

Note: Quick Charts are automatically configured to show the Date/Time stamp on the X-axis. 

Output Type 
Selector 

Date Format 
Selector 

Group  Selector  
(configure elements) 

Filter Groups  

Date Range 
Configuration 

Available  
Elements 

Quick Report 
Options 

Quick Chart 
Options 

Configure 
Titles 

Available  
Elements 

GO! 
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4.4 View Events Alarms Page 
 
Alarms events that are either logged or generate an Alarm Action are stored in the database for viewing 
either by Insite or through the MLWeb View Alarms  page. 
 
The interface not only shows alarm events but also provides an interface to any pre-configured outputs 
that were also generated as a result of the alarm. A sample view is shown below. 
 
 
 
 
 

 
 

 
 
 
 
 
 
Click the Open links in the Output column to display any pre-configured output that was generated as a 
result of the alarm. 
 
Click ACK to acknowledge the Alarm – the user name used to log in to the project will be used for the 
acknowledgement. If the login page is NOT being used then the User is “PUBLIC”. 
 
Use the checkbox in the right-most column to select events for deletion. Click Delete to delete the 
selected events – only Administrators or Project Managers can delete events! 
 
See the Insite User’s Guide  for information on configuring Output notifications. 
 

Alarm Events 
Grid  

Alarm Action 

Group  Selector  
(select alarms)  

Show All 
Alarms  

Alarm Date/Time Alarm Level  
L=Low, H=High 

Group 

Alarm 
Element 

Alarm Type Delete Events 

Action Status  
Y=Success 
N=Failure  

Acknowledge 
User & Time  

Acknowledge  
Event  
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4.5 View Events Outputs Page 
 
The MultiLoggerDB database system can generate automated outputs, in the form of reports, charts or 
spreadsheets. These outputs are then automatically emailed to specified recipients. These automated 
outputs are stored in the database for later viewing and/or retrieval. 
 
The View Outputs  page provides a way to view these automated outputs. A sample view is shown 
below. 
 
 
 
 
 

  
 
 
 
 
 
 
Click the Open links in the Output column to display the pre-configured output that was generated as a 
result of the automated output. 
 
Use the checkbox in the right-most column to select events for deletion. Click Delete to delete the 
selected events – only Administrators or Project Managers can delete events! 
 
See the Insite User’s Guide  for information on configuring Output notifications. 

Output Events Grid Group  Selector  
(select Outputs) 

Show All Outputs 

Output Date/Time 

Group  

Output Type Output Status  
Y=Success 
N=Failure 

Output Link 

Delete Selected 
Outputs 



Section 4 – User Interface 

44  MLWeb User’s Guide 

4.6 View Events Data Update Page 
 
Data Update alarms are generated when a specific Data Element fails its update interval. For example, 
consider a Data Element with a 2 hour update interval, but 2 hours elapse before more data are added for 
that Data Element – this generates a Data Update alarm. The Data Update page provides an interface to 
these alarm events and provides a mechanism for acknowledging the alarms. A sample Data Update 
page is shown below. 
 
 
 
 
 

 
 

 
 
 
 
 
 
Click Open to display the pre-configured output that was generated as a result of the Data Update Event. 
 
Click ACK to acknowledge the Event – the user name used to log in to the project will be used for the 
acknowledgement. If the login page is NOT being used then the User is “PUBLIC”. 
 
Use the checkbox in the right-most column to select events for deletion. Click Delete to delete the 
selected events – only Administrators or Project Managers can delete events! 
 
See the Insite User’s Guide  for information on configuring Data Update notifications. 
 

Event Date/Time 

Group 

Output Status  
Y=Success 
N=Failure 

Output Type 

Event Element 

Update Interval 

Event Details  

Events Grid Group  Selector  
(select Events ) 

Show All Data 
Update Events  

Acknowledge  
Event  

Delete Selected 
Events  

Acknowledge 
User & Time  
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4.7 View Events Group Update Page 
 
Group Update alarms are generated when a specific Group fails its update interval. For example, 
consider a Group with a 2 hour update interval, but 2 hours elapse before more data are added for that 
Group – this generates a Group Update alarm. The Group Update alarm is similar to the Data Update 
alarm but it provides a more general notification tool. The Group Update page provides an interface to 
these alarm events and provides a mechanism for acknowledging the alarms. A sample Group Update 
page is shown below. 
 
 
 
 
 

 
 

 
 
 
 
 
Open will display the pre-configured output that was generated as a result of the Group Update alarm. 
 
Click ACK to acknowledge the alarm – the user name used to log in to the project will be used for the 
acknowledgement. If the login page is NOT being used then the User is “PUBLIC”. 
 
Use the checkbox in the right-most column to select events for deletion. Click Delete to delete the 
selected events – only Administrators or Project Managers can delete events! 
 
See the Insite User’s Guide  for information on configuring Group Update notifications. 

Event Date/Time 

Group 

Output Status  
Y=Success 
N=Failure 

Output Link 

Update Interval 

Event Details  

Output Type 

Events Grid Group  Selector  
(select Events ) 

Show All Group 
Update Events  

Acknowledge  
Event  

Delete Selected 
Events  

Acknowledge 
User & Time  
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4.8 View Events New Data Page 
 
New Data notifications are generated when a new data value has been entered into the database for 
Data Elements that have a New Data notification configured. This is a very useful tool to alert project 
engineers or other personnel when new data are entered into the database for elements of concern. The 
New Data page provides an interface to these events and provides a mechanism for acknowledging the 
events. A sample New Data page is shown below. 
 
 
 
 

 
 
 
 
 
 
 
Open will display the pre-configured output that was generated as a result of the New Data notification. 
 
Click ACK to acknowledge the event – the user name used to log in to the project will be used for the 
acknowledgement. If the login page is NOT being used then the User is “PUBLIC”. 
 
Use the checkbox in the right-most column to select events for deletion. Click Delete to delete the 
selected events – only Administrators or Project Managers can delete events! 
 
See the Insite User’s Guide  for information on configuring New Data notifications. 

Events Grid Group  Selector  
(select Outputs)  

Show All New 
Data Events  

Event Date/Time 

Group 

Output Status  
Y=Success 
N=Failure 

Output Link 

Acknowledge  
User & Time  

Event Details 

Output Type 

Acknowledge  
Event  

Delete Selected 
Events  
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4.9 Group Status Page 
 
The Group Status page provides a way to view the update status of all projects in the database that have 
a Group Update interval configured. Insite is used to configure the Group Update interval and configure 
the events that are generated as a result of a failed update interval. See the previous section for more 
information on the Group Update alarms.  
 
The Group Status page provides a quick view of whether any groups have missed their update interval. A 
sample Group Status page is shown below. 
 
 
 
 

 
 

 
 
 
The icon shown in the left column position shows the current Group Update Interval status: 
 

 Data were added to the group within the specified Update Interval. 

 Data have NOT been added to the group within the specified Update Interval. 
 
See the Insite User’s Guide  for information on configuring the Group Update interval. 

Group Status table 
Group  Select or 

(Not used) 

Status Icon Group Update Interval Last Updated 
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4.10 Data View Page 
 
The View Data page is designed to allow perusing previously stored data. It does not allow adding or 
modifying Data records. 

Note: The View Data page will display all elements in the selected Project whether your login has 
rights to modify them or not. Use the Edit Data pag e to see Data Elements you have rights to 
modify. You will be allowed to view the data for ot her Data Elements. 

A sample view of the View Data  page is shown below. 
 
 
 
 
 

 
 
 
 

Use the Group selector to filter the Data Elements, configure the element of interest using the Available 
Data Elements  list, then configure the period of interest. Data records can be selected using the Data 
Records list, the Data fields will display in the Selected Data Record group. 

See the MLDBConsole User’s Guide  for more information on Data Element fields. 

Data Records Selector Group  Selector  
(select Elements) 

Data Element Selector 

Selected Data Record Panel Date Period Selector 
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4.11 Data Add Page 
 
MLWeb provides two different data interface forms for the database, the Add Data  page is designed for 
entry of single Data Element values while the View Data  page is designed for reviewing previously 
entered data and making modifications as needed. 

Note: The Available Data Elements will be populated  with Data Elements that your login allows 
adding records. If you do not have rights to the Da ta Element it will not be shown in the list. 

A sample view of the Add Data  page is shown below. 
 
 
 
 

 
 
 
 

Note: You cannot modify the fields shown in yellow,  only the fields shown in green/turquoise. 

Use the Date and Time pickers to configure the date/time of the new data record, enter the Value , check 
whether it is Valid  (to be shown on outputs) and any Notes  specific to the data value being entered. The 
function buttons perform the following:  

 Click to add this value to the database.  

 Click to print a copy of the current data record for reference purposes. 

See the MLDBConsole User’s Guide  for more information on Data Element fields. 

Data Element Info 

Group  Selector  
(select Elements) Data Element Selector 

Last Data Record Detail New Data Record Panel Function Buttons 

Cursor Position 
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4.12 Data Edit Page 
 
The Edit Data page is designed to allow perusing previously stored data and making changes as 
required. It can also be used to Add or Delete data records. 
 
Note: The View Data page only shows Data Elements y ou have rights to modify. 
 
A sample view of the View Data  page is shown below. 
 
 
 
 
 

 
 
 
 

Note: You cannot modify the fields shown in yellow,  only the fields shown in green/turquoise. 

Use the Date and Time pickers to modify the date/time of the data record, enter the Value, check 
whether it is Valid  (to be shown on outputs) and any Notes  specific to the data value being modified. The 
function buttons perform the following: 

 Click to add this value to the database.  

 Click to modify the existing record. 

 Click to remove it entirely from the database. 
 
See the MLDBConsole User’s Guide  for more information on Data Element fields. 

Data Records Selector 
Group  Selector  

(select Elements) Data Element Selector 

Selected Data Record Panel Period Selector Function Buttons 



Section 5 – Troubleshooting 

MLWeb User’s Guide  51 

Section 5 – Troubleshooting  
 
This section will outline common problems experienced in the deployment or operation of an MLWeb 
project site with suggested remediation. Please contact us if you are unable to resolve your problems 
using the information in this section or if your problem is not described below. 
 

5.1 Unable to Connect to Site 
 
This is a common problem which is usually easily resolved, but there are several possibilities to be 
considered. 
 

 
 

·  Has the domain been registered with a domain registration organization and has the static IP of 
your server been configured for the domain? Try entering the IP of the server directly, instead of 
the domain name. If this works then the domain name has not been registered. 

 
·  Do you have connectivity to the machine hosting your site? This can be checked using ping and 

using the domain name or physical IP address to connect to the site. You can also check Internet 
connectivity on the server by launching a browser and accessing the Internet. 

 
·  Review the installation section for missed installation steps. 
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5.2 Unable to Log In 
 
The login form is enabled but entering credentials causes the following error: 
 

 
 

·  Check with your database administrator that you are using the correct Username and Password 
credentials. Your Username may not be configured for the server or for the specific MLWeb 
project that you are trying to log in to. 

 
·  Make sure the Firebird Server is running on the server 

or on the machine hosting the database. If the 
database hosting machine is separate from the server 
then make sure you have connectivity between the 
server and the database host and you will need to 
open port 3050 on the server firewall to allow 
connectivity to the database hosting machine.  

 
·  You can check the Firebird Server by accessing the 

Control Panel Firebird Server applet. Double-click to 
display the Firebird Server Control  form – it should 
indicate that the service is running. If stopped then 
click on the Start button to start the service. If the 
Firebird Server is not installed then see section 2.5 for 
installation instructions. 
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5.3 Unable to Generate Outputs 
 
The following window pops up when attempting to create an output, whether report, chart or spreadsheet: 
 

 
 

·  This is usually a result of not registering the RunOutput.cgi  executable that is part of the 
installation steps, particularly when deploying multiple sites on the same server. See step #7 in 
Appendix B for adding the path to each copy of RunOutput.cgi  for each site that is being 
deployed. 
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5.4 Internal Server Error 
 
All installation steps for IIS and MLWeb have been followed but this error appears when attempting to 
view the site: 
 

 
 
This is usually the result of critical web components NOT being installed, even though IIS was installed.  
 
The following components must be installed along with IIS: 
 

·  .NET Extensions 
·  ASP and ASP.NET 
·  CGI 
·  ISAPI Extensions and Filters 
·  Server-Side Includes 

 
Review the installation sections for Windows 2008 and Windows 7 Professional for direction installing 
these components. 
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5.5 Configuration Error 
 
The following displays when attempting to load the MLWeb site. 
 

 
 
This is usually due to a problem with the MLWeb installation, or if this was a cloned site, not using the 
Add Application  function for adding a new site. To resolve: 
 

·  Re-run the MultiLogger Suite Installer and verify that MLWeb was installed. If not, then install, 
otherwise use the Repair function to update the installation. 

 
·  Check whether the Add Application function was used in the IIS Manager to add the site. See 

Appendix B for more information. 
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5.6 HTTPS Does Not Redirect 
 
You’ve typed in the domain name directly but your browser is not automatically re-directing to the HTTPS 
(secure HTTP) site, instead the following error displays: 
 

 
 

·  This is usually a result of not completing the site security steps – particularly the configuration of 
the jumpSSL.html  re-direction. Review the configuration steps detailed in section 3.4. 
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5.7 Localhost HTTPS Does Not Redirect 
 
You’ve typed in the domain on the local machine (or used localhost) to test HTTPS re-direction and the 
following error is displayed: 
 

 
 
This results from a setting in the Edit Error Pages that 
does not re-direct errors to the custom error pages that 
are defined by MLWeb, in this case the jumpSSL.html 
file. 
 
To fix this, go to IIS Manager, select the site to be 
modified and double-click the Error Pages  icon, then 
double-click the Edit Feature Settings  in the right 
panel. 
 
This displays the Edit Error Pages Settings dialog, 
change the Error Responses option to Custom error 
pages . 
 
Click OK when finished.
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Appendix A – Windows 7 Professional Installation  
 
Microsoft Windows 7 Professional includes Microsoft Internet Information Services (IIS). The software is 
installed by default, it must be activated though.  
 
Go to Control Panel | Programs and Features , notice the Turn Windows features on or off  option on 
the left. 
 

 
 
This will display the Windows Features  dialog. 
 
Features activated will be shown with a checked 
checkbox, cleared checkboxes indicate 
uninstalled features. Shaded checkboxes 
indicate partially activated features. 
 
First, check the Internet Information Services  
option, as shown at right.  
 
Second, expand the Internet Information 
Services , World Wide Web Services , 
Application Development Features  and check 
all the options shown in the group. You can also 
check just the Application Development 
Features  option to automatically select the 
options in the group. 
 
Press OK to continue with feature activation.
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A progress dialog will display during the 
configuration. 

 
You may be required to restart your computer to 
complete the configuration. 
 
Otherwise you will be returned to the Programs and 
Features  form. 
 
To test whether Internet Information Services is 
functional, launch a browser and enter the local IP address of 127.0.0.1 in the URL edit, or use the 
machine name  or localhost . 
 
The default IIS page should display. 
 

 
 
Note: See also the instructions in section 2.2 on F irewall configuration. 
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Appendix B – .NET 4.0 Installation  

 
MLWeb 6.4 requires the installation of .NET 4.0. 
 

1. Download and install .NET 4.0 from the Microsoft Download Center. 
 

2. After .NET 4.0 is installed, open IIS by clicking Start>Control Panel>Administrative 
Tools>Internet Information Services (IIS) Manager . 
 

3. Once IIS is open, select the server and expand. Select Application Pools  and then under 
Actions  select Set Application Pool Defaults…  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

4. When the Application Pool 
Defaults Window opens, click 
.NET Framework Version  
and use the drop-down box 
to select v4.0.  
 
Click OK when finished. 
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Appendix C – Hosting Multiple Sites  
 
The Windows Server OS’s provide for hosting multiple domains and multiple websites using a single 
domain with multiple paths. The following information will detail how to configure a single domain with 
multiple paths to host multiple MLWeb projects, i.e. multiple project databases. 
 
This information is by no means intended to be a comprehensive discussion of Microsoft web server 
technology. There are in fact numerous variations and configurations of web deployments to take into 
account the varying requirements and demands of the site. This information is designed to provide a 
general understanding of how MLWeb integrates with IIS. Please consult your IT staff to discuss your 
project requirements.  
 
This appendix will also assume we are adding another folder to the root domain – instructions for 
configuring a new domain (a new web site) are not provided in this document. Please consult with your IT 
staff if you wish to create a new web site. 
 
These instructions will allow you to configure sites in the following constructs: 
 
www.mydomain.com/mysite   
 
There are 7 basic steps to deploying sites in this fashion, as follows: 
 

1. On the web server create a separate physical folder for each site. Use the site name as the folder 
name, e.g. “mysite” (obviously use whatever name is appropriate for your projects). 

 
2. Copy the entire contents of the \Inetpub\wwwroot\MLWeb  folder (this is the default MLWeb 

folder – use the alternate folder if specified during the MLWeb installer) to the new physical folder 
you just created. 

 
3. Delete the settings.config  file in the \references  subfolder you just copied. This deletes the file 

which stores your site configuration including database path and other settings. This file is 
automatically re-created by MLWeb when configuring the new site. 

 
4. If Authentication is going to be used for the new site then use Notepad or Wordpad (or similar text 

editor) edit the Web.Auth.config  file found in the new \MLWeb folder and change the site name 
to match the new folder name, an example is shown below. This sets the name for the browser 
cookie so settings specific to the new site are saved in the correct cookie.  

 
<!-- use if no login required--> 
<!--authentication mode="None" /--> 
<!-- end use--> 
<!-- else--> 
<!-- use if login required--> 
<authentication mode="Forms"> 
  <forms name="MySite.login" 
   loginUrl="InsLogin.aspx" 
   cookieless="AutoDetect" 
   timeout="200000" 
   requireSSL="true"/> 
</authentication> 
<!-- end use--> 
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5. Use the IIS Manager to create your new site. Start by selecting your Default Web Site , then click 
on View Applications  to view the sites currently configured. 

 

 
 

The currently installed Applications will display, click on Add Application .  
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The Add Application dialog will display. Enter an Alias  to match the new site name, enter or 
browse to the physical path that was copied from the default MLWeb folder. Press OK when 
finished. 
 

 
 
The Applications view should update with the new site. 
 

 
 

You should now be able to visit your new site and see the configuration page by typing in the 
domain plus new path, e.g. www.mydomain.com/mysite   

 
6. Follow the instructions shown in section 3.2 on configuring the URL path. If the site will use 

authentication then follow the instructions in section 3.3, if SSL will be used then follow the 
instructions in section 3.4.6  
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7. The last step is to allow the execution of the RunOutput.cgi  for each new site. This is an 
executable which is part of the MLWeb software system that allows generation of the reports, 
charts and worksheets. First, go to the Server level in the IIS Manager interface. Click on the 
ISAPI and CGI Restrictions  icon. Click to display the  

 

 
 

A view of configured Restrictions will display, click Add  to add the new restriction. 
 

oubl 
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The Add ISAPI or CGI Restriction  dialog will display. Fill out the path to the RunOutput.cgi file 
by either entering the path manually in the path edit or using the file browse button to the right to 
browse the local drive to locate the file. The file will be found in the root of the new folder that was 
copied from the default MLWeb folder. 
 
Enter a description for the CGI in the Description  field. 
 
Check Allow extension path to execute . 
 
Click OK once all settings are configured. 
 

 
 
The ISAPI and CGI Restrictions form will display with added RunOuput.CGI for the new site, an 
example is shown below. 

 

 
 

You’ll need to repeat this step for each site that has been added. Just click Add  again to repeat 
the operation. 
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Appendix D – Updating MLWeb Software  
 
Periodically updates to the MLWeb software are released – this appendix will outline the basic steps 
required to successfully update a web server running MLWeb.  
 
Note: As with any software update it is good practi ce to make backups of any files/folders that will 
be modified in the course of performing the update.  
 
There are 3 steps to performing the update: 
 

1. Run the updated MLWeb installer to update the original installation path with the updated MLWeb 
executable files. The default path is \Inetpub\wwwroot\MLWeb . 

 
2. Copy the following folders to each MLWeb deployment on the server: 

 
\MLWeb 
\MLWeb\bin 
\MLWeb\App_Code 
 
Note: Do not copy the following folders and files:  
\MLWeb\references (site files including settings.co nfig file, see section 3.1) 
\MLWeb\Web.Auth.config (configures authentication, see section 3.3) 
\MLWeb\Web.httpErrors.config (configures SSL redire ction, see section 3.4) 
 
The Web.Auth.config  and Web.httpErrors.config  files should be copied if these files don’t exist 
in the destination folders. 
 

3. Apply any scripts to your databases to match the database version to the MLWeb version. Check 
the MultiLogger Suite Database Versions and Scripts.pdf  document in the \scripts folder in 
the MultiLogger Suite installation path to verify up-to-date database versions. Contact Canary 
Systems if you aren’t sure whether update scripts need to be applied to the database. 
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Appendix E – Configuring User Logins  
 
MLDBConsole includes a Configure Users  form which is used to configure the access different logins 
will have to the MLWeb site including Groups and MLWeb pages. 
 
The form is accessible from the menu item Database | Configure Users , or by pressing the Users  button 
on the MLDBConsole toolbar. 
 
See the MLDBConsole User’s Guide  for complete information on using MLDBConsole. 
 
Initially the form will show only the SYSDBA Administrator, click to expand the Administrator group. 
 

 
 
The form consists of 2 sections: 

·  Users  - Provides a tree-view display of the 5 groups of users, 4 which configure access to the 
current database plus a No Access  group. Below the tree are the controls to Add,  Move, Delete, 
Duplicate  (copy the credentials from one user as another) and Set Password , for selected users 
or groups. See the following section for more information. 

·  User Rights/User Web Rights/User Profile  – The tab control at the right provides pages for 
configuring the User including their rights and profile. See the following sections for more 
information on each tab. 

 
When finished configuring users, press Accept  to save the changes or Cancel  to cancel them. You will 
be returned to the MLDBConsole main view after pressing Accept  or Cancel . 
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E.1 Managing Users 
 
The buttons below the Users group provide for managing Users. 
 

 
 
The buttons have the following functions: 

 Add  – Add a new User. Use the drop-down control to select a 
specific user otherwise a user type of the currently selected 
group will be added. In the example above, the Technician user 
type is selected, pressing Add will prompt to enter the new 
Technician user name. 

 

 Move – Move the currently selected user to another group. The list of groups available will depend on 
the user type selected, e.g. Technician can be moved to Project Manager, Guest or No Access. 

 Delete – Delete the currently selected User. You will be asked 
to confirm the deletion.  

 
 
 
 
 

 Duplicate  – Duplicate an existing User including all rights.  

 Set Password  – After Users are created their password must be 
set. Use this option to set (or reset) the password for any 
selected user. Passwords must be entered twice to confirm 
correct entry. Passwords must be a minimum of 5 characters in 
length. 
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E.2 User Types 
 
The following rules apply to creating and configuring each type of user: 
 
Administrator  

·  Only 1 Administrator may be configured per server.  

·  Only the Administrator may add other users and configure passwords for all users. 

·  Passwords must be a minimum of 5 characters in length. Use a mix of alpha and numeric 
characters for best security. DO NOT USE DICTIONARY WORDS FOR PASSWORDS.  

·  Only the Administrator can Backup and Restore the database. 

·  Administrators have full and complete access to all aspects of database and project configuration. 
 
Project Manager  

·  Project Managers can move No Access , Guest  and Technician  users all the way up to Project 
Manager . 

·  Project Managers can configure Project and Data Element access to Technicians and Guests. 

·  Project Managers can use Insite to configure projects, this includes adding, deleting and 
configuring Image Windows as well as Data and Calculated Element configuration, Output 
Parameters, notification methods and other project configuration functionality. (See the Insite 
User's Guide for more information on these aspects of project configuration.) 

·  Project Managers CANNOT create users or change passwords for existing users. 
 
Technicians  

·  Technicians can view projects that have been configured for their login. In addition they have 
write access to Data Elements that have been configured for their login. The MLWeb View Data 
and Enter Data forms can be used by Technicians to add or delete data from the project 
database. 

·  Technicians cannot enter the Insite Design Mode. 

·  Technicians cannot load MLDBConsole. 
 
Guests  

·  Guests have no write access to any elements of the project configuration. 

·  Guests can only view projects that are configured for their login. Viewing projects includes any 
Image Windows, Output Parameters and Data and Calculated Elements for the configured 
Projects. 

·  Guests cannot enter the Insite Design Mode. 

·  Guests cannot load MLDBConsole. 
 
No Access  

·  These are logins configured on the server which don’t have access to the selected database. 
They may be configured for other databases located on the same server.  

·  No Access logins can be moved to Project Manager, Technician or Guest groups by selecting the 
user name and clicking Move. Choose from the list for which group to add them to. 
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E.3 User Rights 
 
The User Rights  tab displays and allows configuration of specific Groups or Elements that the user has 
access to. The Administrator and Project Managers have access to all elements in the database. 
 
A Group View of the database is shown, Groups can be expanded or collapsed and checked/unchecked 
using the control to the right. 
 

 
 

E.4 User Web Rights 
 
The User Web Rights  tab configures which pages are viewable when logging into the database through 
MLWeb. Use the checkbox control to the left of each page to control whether the User can view the page. 
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E.5 User Profile 
 
The User Profile  tab configures the profile of the user. The most important configuration item is the E-
mail address, this provides for retrieval of passwords and/or usernames using the options on the MLWeb 
login form. 
 

 
 
Note: MLServer must be running and accessible to th e MLWeb server for the User Name and 
Password retrieval using the User Profile informati on to function. 
 
 
 


