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Section 1 – Introduction  

1.1 Overview 
 
Our MultiLogger Suite software package includes several applications for deployment of Automated Data 
Acquisition Systems (ADAS), automation of data collection (whether ADAS or from other sources), 
management of data, project interface and ultimately web data access. 
 
The database server utilized is the open-source ANSI-92 SQL Firebird platform. This server is designed 
for managing large quantities of data while providing multi-user concurrent data access.  
 
The illustration below depicts an example configuration of hardware and software. Canary Systems 
MultiLogger Suite applications are shown in blue.  
 

 
 
MLDBConsole provides the following functionality: 

·  Database configuration and management. 

·  Automated and non-automated data import. 

·  Creation of import definitions. 

·  Management of Groups. 

·  Management of Group, Instrument, Data Elements and Data records. 

·  User security configuration. 

·  Database maintenance including Backup and Restore. 

·  Audit trail tracking and reporting. 

1.2 Installation 
 
MLDBConsole is installed using the MultiLogger Suite installer. See the MultiLogger Suite Installation 
Guide  for more detail on the installation process. 
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Section 2 – Getting Started  
 
This section will detail the key issues to effectively use MLDBConsole and by extension the SQL 
database system. It is important to understand these issues to help avoid mistakes with database 
configuration, data import and management. 
 
This section will outline the key issues: 

·  Launching MLDBConsole 

·  Creating a New Database 

·  Configuring MLServer 

·  Configuring Gateway Database Alias 

·  Importing Data 

·  Location File Format 
 

2.1 Launching MLDBConsole 
 
MLDBConsole may be launched in one of several ways. If using MultiLogger to manage systems and 
data collection then simply use the MLDBConsole button that displays on the Network Manager toolbar 
(or use the Function | MLDBConsole  menu item). 
 

 
 
Alternately use the desktop shortcut created by the MultiLogger Suite installation, or locate the 
MLDBConsole shortcut in the MultiLogger Suite Programs group. 
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2.2 Creating a New Database 
 
When MLDBConsole is first launched a path to the 
database must be configured.  
 
This also provides for creating the new database. 
 
Select Yes display the Configure Database form. 
 
If No is selected then a prompt will display for 
Recovery Options. 
 
To Restore a database an existing database 
backup file is required. 
 
Note:  attempting Restore will force other users 
to disconnect from the database. 
 
 

 
 

 
The Database Configuration form provides for creating 
the new database. 
 
For Database  select New… If a database has been 
configured on the machine previously it will be 
available in the drop-down list. 
 
Configure the Server  that will host the database. This 
is the machine where the Firebird server is installed 
and running. Use localhost  for the local machine, as 
shown. If Firebird is installed on a remote server then 
enter the server IP or server name. 
 
Use TCP for Protocol. 
 
Use the File Browse button to specify the path and 
name for the new database file. 
 
Alternately the path and name can be typed into the 
Database Path  edit.  
 
Use the administrator account sysdba  as User Name . 
 
Check Automatic Login  to allow entry of the 
Password , this will also avoid prompting for User 
Name and Password at subsequent attempts to 
launch MLDBConsole. The default password is 
masterkey . 
 
An example view of the completed form is shown at 
right.  
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Press Accept  to create the new database. A 
confirmation dialog will display. Press Yes to 
continue with database creation. 
 
 
 
 
Once the database is created it will be loaded into MLDBConsole and shown in the console view. 
 

 
 
See Section 3 for complete information on using MLDBConsole. 
 
Close MLDBConsole by clicking the x in the upper right corner of the form, or by using the File | Exit  
menu option. 
 

2.3 Configure MLServer 
 
MultiLogger Server, or MLServer, is an 
application included with MultiLogger Suite to 
process data in the database and provide 
notifications and other automation tasks. It also 
provides for licensing the database. 
 
Now that the database has been created 
MLServer must be configured for this database. 
 
See Appendix A.4 for complete information on configuring MLServer. 
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2.4 Configure Gateway Database Alias 
 
Note: If MultiLogger is NOT being used for managing  systems and automating data collection then 
proceed to the next section. 
 
Once the database is configured in MLServer it will now be available as an available database for the 
MultiLogger Gateway Database Alias. 
 
Once configured, all of the dataloggers configured for that Gateway will now have their data automatically 
imported into the selected database. 
 
Select the Gateway in the Network Manager and then use the Database Alias  drop-down to select the 
database. 
 

 
 
Press Save once configured. 
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2.5 Importing Data 
 
Data can be imported into the database via several methods: 

·  MLGateway  (as configured by MultiLogger) automatically collects data from Automated Data 
Acquisition Systems and imports it. See the MultiLogger User’s Guide for complete information. 

·  Use the Import Data  button on the MLDBConsole toolbar to browse to data files and select them 
for import.  Multiple data files may be selected simultaneously as long as they have their 
respective location files in the same file path. See Section 7 on the Import Wizard for instructions 
on creating the Location Files that are required for this functionality. 

·  Configure DB Import Folders  to scan specific folders for data files to be automatically imported. 
See Section 7 on the Import Wizard for instructions on creating the Location Files that are 
required for this functionality. Also see Appendix A.4 on configuring MLServer. 

·  Another application  or process can automate use of MLDBConsole to automatically import data. 
See Appendix A.2 for more information on this functionality. 

·  Data may be entered directly  into the database using MLDBConsole. See Section 3.6 for 
information on using the Data grid control of MLDBConsole. 

·  Several methods of manual data entry are supported via MLWeb. See the MLWeb User’s Guide 
for complete information on these methods. 

·  Another application or process can automate data import via ODBC link . Contact Canary 
Systems for more information on this functionality. 

 
Which method will be used will depend on the project requirements. Many projects use several options to 
support data entry. 

2.6 Location File Format 
 
Location Files are integral to importing data store d in ASCII format (text format) data files. 
 
When using MultiLogger to configure MLGateway to automatically collect data, these files are generated 
automatically, however when using other data import methods such as the Import Data option of 
MLDBConsole or the DB Import Folders of MLServer, a Location File must be created to match the data 
being imported. 
 
A Location File is simply a text file that defines the data to be imported, it describes these 13 elements: 

 
·  Delimiter character, or what separates values in th e file 
·  Type of data file, whether standard time series dat a or event data 
·  Format of the date/time stamp 
·  Group ID (also referred to as the Datalogger ID) 
·  Group Description 
·  Number of Stored Data Elements 
·  Data Element Name 
·  Data Element Description 
·  Data Element Alarm Type (not used, Alarms defined i n Insite) 
·  Data Element Alarm Low Value (not used, Alarms defi ned in Insite) 
·  Data Element Alarm High Value (not used, Alarms def ined in Insite) 
·  Data Element Units 
·  Data Element Format (not used for automatically gen erated Location Files) 
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Following is an example Location File: 
 
[Format] 
Delimiter=Comma 
Date Format=Julian 
 
[Final Storage Assignments] 
Location#1=1:ID,Datalogger Import Project,None,0.00 0,0.000,None 
Location#2=2:Year,Year,None,0.000,0.000,None 
Location#3=3:Julian_Day,Julian_Day,None,0.000,0.000 ,None 
Location#4=4:Time_HHMM,Time_HHMM,None,0.000,0.000,N one 
Location#5=5:Seconds,Seconds,None,0.000,0.000,None 
Location#6=6:Decimal_Day,Decimal_Day,None,0.000,0.0 00,None 
Location#7=7:Elapsed_Hours,Elapsed_Hours,None,0.000 ,0.000,None 
Location#8=8:Elapsed_Minutes,Elapsed_Minutes,None,0 .000,0.000,None 
Location#9=9:Elapsed_Seconds,Elapsed_Seconds,None,0 .000,0.000,None 
Location#10=10:Battery_Voltage,Battery_Voltage,None ,0.000,0.000,Volts 
Location#11=11:Panel_Temp,Panel_Temp,None,0.000,0.0 00,°C 
Location#12=12:RT_4500AL_10,,None,0.000,0.000,feet H2O 
Location#13=13:LF_4500ALV_25,,None,0.000,0.000,feet  H2O 
Location#14=14:RT_4500ALV_10,,None,0.000,0.000,feet  H2O 
Location#15=15:VWBaro_4500S_50,,None,0.000,0.000,mB ar 
Location#16=16:LF_4500S_150,,None,0.000,0.000,meter s H2O 
Location#17=17:VWBaro2,,None,0.000,0.000,mBar 
Location#18=18:,,None,0.000,0.000,None 
Location#19=19:,,None,0.000,0.000,None 
Location#20=20:,,None,0.000,0.000,None 
Location#21=21:,,None,0.000,0.000,None 
Location#22=22:,,None,0.000,0.000,None 
Location#23=23:,,None,0.000,0.000,None 
Location#24=24:,,None,0.000,0.000,None 
Location#25=25:,,None,0.000,0.000,None 
Location#26=26:,,None,0.000,0.000,None 
Location#27=27:,,None,0.000,0.000,None 
Location#28=28:4500AL_10Temp,,None,0.000,0.000,°C 
Location#29=29:4500ALV_25Temp,,None,0.000,0.000,°C 
Location#30=30:4500ALV_10Temp,,None,0.000,0.000,°C 
Location#31=31:OutsideTemp,,None,0.000,0.000,°C 
Location#32=32:4500S_150Temp,,None,0.000,0.000,°C 
 
The data to be imported using this Location File would look as follows (4 arrays of data are shown): 
 
510,2005,44,1040,0,.11894,0,0,0,13.827,22.301,10.11 ,5.095,7.7484,974.02,3.708,9677.9,0,0,0,0,0,0,
0,0,0,0,20.632,20.422,20.693,.34089,21.025 
510,2005,44,1050,0,.11896,0,0,0,13.819,22.428,9.994 9,5.1499,7.7139,973.82,4.0791,9677.7,0,0,0,0,0
,0,0,0,0,0,20.75,20.509,20.81,.47303,21.113 
510,2005,44,1100,0,.11898,0,0,0,13.826,22.503,10.11 6,5.1982,7.7489,975.02,3.8633,9679.1,0,0,0,0,0
,0,0,0,0,0,20.837,20.626,20.898,.68578,21.201 
510,2005,44,1110,0,.119,0,0,0,13.508,22.58,10.084,5 .2224,7.7613,975.28,4.5859,9679.2,0,0,0,0,0,0,
0,0,0,0,20.927,20.685,20.055,1.1141,21.291 

 
When using MLGateway to automate data collection from dataloggers the Location File is usually named 
after the Group ID (the first element in each array of data), using the example above the Location File 
would be named 510.loc . Alternately Location Files may be named to match the data file to be imported. 
 
Note: Section 7 on the Import Wizard also contains additional information on Location Files, the 
formatting of the [Format] keywords and supported o ptions. 
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3. Database Console  

3.1 Overview 
 
The Database Console , invoked by selecting the option Database | Console  in MultiLogger, or by 
running the program MLDBConsole , installed on the Start menu, allows you to edit the database, this 
includes adding/deleting records, importing data manually or making other changes to existing Groups, 
Data Elements or Data records. 
 
It consists of 4 basic components, as shown below. 
 
 
 
 

 
 
 
 
 
Note: Some menu options and toolbar buttons will be  disabled depending on the current status of 
the database. For example, if there are changes to be saved then the Save and Cancel buttons will 
be enabled and all other buttons will be disabled.  
 

Groups Viewer  Properties/Data 
Viewer  

Toolbar  Menu 

Groups  Toolbar  
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3.2 Menu 

The menu at the top of the Database Console provides access to many of the database functions. 
Note: Press the <ALT> key to display th

File Menu  

 Import Data  - Open a browse file dialog where data files can be selected for 
manual data import into the database.

 Note: A matching Location File is required for the data import process 
not found in the data file path then you will be prompted to supply a pat
to this file. See sections and 2.6

 Import Wizard  - – Invokes the Import Wizard which provides for creating Location files to automate 
data imports. See section 7 for mo

 Exi t - Close the Console, control will return to MultiLogger if the Console was launched by it.

Database Menu  

 Refresh  – Refresh the Group view wi

 Configuration  - Show the Database Configuration form where t
database parameters can be changed. 
Database Configuration form the current database wi ll be 
disconnected and the database specified (even if th e same) will 
be loaded. 

 Backup  - Show the Database Backup form where the backup can
configured and performed. See Appendix A.5.

 Restore  - Show the Database Restore form where the database can 
be restored from a backup file. See Appendix A.5.

 Run Script  – Display a dialog to allow browsing for .sql files. You will 
be prompted to backup the database which is recommended prior to 
running any scripts. Scripts are usually used for updating the 
database structure to the current version. A message will display
when the script has completed execution. 
take a considerable length of time to complete.

 Version  – Return the current database revision level.

 Create Audit Trail Report  – Show the Audit Trail Report form which provides for confi
generating reports of activity for selected Data Elements and fields.

 Set Data Fields  – Show the Set Data Fields form where changes to multiple Data Elements and/or 
Data records can be performed.

 View Import Log  - View the Import Log.

 Clear Import Log  – Clear the Import Log. This should be performed periodically to reduce the size of 
the import.log  file  and improve the performance of the data import process.

 Configure Custom Field Types
configuring Custom Field Types and associated fields.

 Configure Users  – Show the Configure Users form where user names and access is configured.
 
Help Menu  

 Help Topics  - Display the Help

 Search for Help On ... - Search the multilogger.hlp file for a specific 
keyword. 

 How to use Help  - Display the Windows 
what it do. 

 About  - Display the version and contact infor

Section 3 – Database Console 

The menu at the top of the Database Console provides access to many of the database functions. 
Note: Press the <ALT> key to display th e hotkeys for menu selections.  

Open a browse file dialog where data files can be selected for 
manual data import into the database.  

Note: A matching Location File is required for the data import process – if 
data file path then you will be prompted to supply a path 

and 2.6 and 7 for more information. 

Invokes the Import Wizard which provides for creating Location files to automate 
data imports. See section 7 for more information.  

Close the Console, control will return to MultiLogger if the Console was launched by it.

Group view with the current database.  

Show the Database Configuration form where the 
database parameters can be changed. NOTE: After closing the 
Database Configuration form the current database wi ll be 
disconnected and the database specified (even if th e same) will 

Show the Database Backup form where the backup can be 
See Appendix A.5. 

Show the Database Restore form where the database can 
See Appendix A.5. 

Display a dialog to allow browsing for .sql files. You will 
be prompted to backup the database which is recommended prior to 
running any scripts. Scripts are usually used for updating the 
database structure to the current version. A message will display 
when the script has completed execution. Note: Some scripts may 
take a considerable length of time to complete.  

Return the current database revision level. 

Show the Audit Trail Report form which provides for confi
generating reports of activity for selected Data Elements and fields. See Section 8. 

Show the Set Data Fields form where changes to multiple Data Elements and/or 
Data records can be performed. See Section 5. 

View the Import Log. 

Clear the Import Log. This should be performed periodically to reduce the size of 
and improve the performance of the data import process. See Appendix A.5.

Configure Custom Field Types  – Show the Configure Custom Field Types form which provides for 
configuring Custom Field Types and associated fields. 

Show the Configure Users form where user names and access is configured.

Help  Topics  from the multilogger.hlp file.  

Search the multilogger.hlp file for a specific 

Display the Windows Help on Help , yes it's true that’s 

Display the version and contact information. 
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The menu at the top of the Database Console provides access to many of the database functions.  

Invokes the Import Wizard which provides for creating Location files to automate 

Close the Console, control will return to MultiLogger if the Console was launched by it.  

Show the Audit Trail Report form which provides for configuring and 
 

Show the Set Data Fields form where changes to multiple Data Elements and/or 

Clear the Import Log. This should be performed periodically to reduce the size of 
See Appendix A.5. 

Show the Configure Custom Field Types form which provides for 

Show the Configure Users form where user names and access is configured. 
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3.3 Toolbar 
The toolbar at the top of the Database Console provides quick access to the most used functions of the 
database module. 

 

 Import Data  – Invokes a file browse dialog to select data files to import. Equivalent to the menu 
option File | Import Data . 

  Import Wizard  – Invokes the Import Wizard which provides for creating Location files to automate 
data imports. Equivalent to the menu option File | Import Wizard . 

 Save - Save the record created/modified. 

 Cancel  - Cancel the record creation/modification. 

 Refresh  – Refresh the Group view with the current database.  

 Config  - Show the Database Configuration form where the database parameters can be changed. If 
databases are already configured on the machine then use the drop-down selector on the right side 
of the button to select and load them. Equivalent to the menu option Database | Configuration.  

Note: After closing the Database Configuration form  the current database will be disconnected 
and the database specified (even if the same) will be loaded.  

 Backup  -Show the Database Backup form where the backup can be configured and performed. 
Equivalent to the menu option Database | Backup.  

 Restore  -Show the Database Restore form where the database can be restored from a backup file. 
Equivalent to the menu option Database | Restore.  

 Set Data Fields  -Show the Set Data Fields form, where multiple Data Element or Data records may 
be modified. Equivalent to the menu option Database | Set Data Fields.  

 Users  - Show the Configure Users form where user names and access is configured. Equivalent to 
the menu option Database | Configure Users . 

 Audit  - Show the Create Audit Trail Report form where activity on Data Element and Data records 
can be retrieved and printed. 

Note: By default the Audit button will be disabled because recording audit information in the 
database is disabled. Enabling audit trail informat ion does grow the database and unless required 
should remain disabled. Contact Canary Systems for assistance with enabling audit trail. 

  Help  - Display the Help Topics  from the multilogger.hlp file . Equivalent to the menu option Help | 
Help Topics.  
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3.4 Groups View 

The Groups Viewer is a tree-like structure shown on the left side of the MLDBConsole view. It presents an 
organized view of the Data Elements contained in the database. To the right of the tree view are the 
properties for the selected element of the tree. For example, the view below shows the properties for the 
Group selected in the tree view. 
 

 
 
 
 
 
Hint: The width of the tree view can be changed by grabbing the slider that will appear when moving the 
mouse pointer horizontally across the column headings. These settings will also be saved in the 
mldatabase.ini file as the default setting to be used the next time MLDBConsole is launched. 
 
The Groups Toolbar provides for managing the Groups. This includes adding Groups, Subgroups, Data 
Elements and Deleting elements. 
 
At startup the Tree will show all Groups in the top level, as shown previously. Click on each Group  to 
show the field values on the panel to the right. The Groups Toolbar has the following functions: 

  Add Group  – Adds a Project Group to the database.  

Hint: The Add Group , Add Subgroup , Add Data Element  and Delete buttons are available via right-
click pop-up menu while an item is selected in the Groups tree view. 

 Add Subgroup  – Adds a Subgroup to the currently selected Project Group.  

 Add Data Element  – Add a Data Element to the currently selected Group or Subgroup 

 Delete - Delete the currently selected Group or Subgroup.  

Note: The Group or Subgroup must be completely empt y to successfully delete it. Groups and 
Subgroups may contain other elements not shown in t he Groups view, such as Calculated 
Elements, Image Windows, Output Parameters and Char t Templates. These must be deleted using 
Insite to allow deletion of the Group or Subgroup. 
  

Groups Viewer  Properties/Data for Selected Group 
ItemViewer  

Groups  Toolbar  
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Click on the tree expand button  to show the subgroups or the Data Elements for the selected Group as 
the second level. The Group level detail is explained in section 4.1 
 

 
 
 
Select a Data Element  to view the record details (there are no subgoups) in the panel on the right, an 
example is shown below. The Data Element level detail is explained in section 4.3 
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To understand how the Groups organization works, let’s create several Groups to represent the various 
types of measurements used in a demonstration database. With the DEMOLOG Group selected, click on 
the Add Subgroup  button. A new Group will appear in the tree in the DEMOLOG Group, configure the 
Name and Description  as shown. 
 

 
 
Press Save to store the new Group in the database. The Groups view will update with the new Subgroup. 
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Now drag an existing Data Element from the DEMOLOG Group to the new Subgroup. 
 
 Hint: Multiple elements can be selected by holding the [SHIFT] key while selecting elements. 
 

 
 
Once released you’ll be asked “Do you want to move or copy node? ” The Data Element can exist in 
several Groups, select Move or Copy  as appropriate. In this example, we’ll select Move. 
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Once moved the Groups view will update with the new organization. 
 

 
 
The database can be organized very flexibly with this functionality, a sample view of one organization 
style is shown below. 
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3.5 Instruments View 
 
When selecting Instruments in the Groups view the panel on the right will update with the Instrument and 
Data tabs. These tabs provide views of the detail for the Instrument records. 
 

 
 
Click on Data to show the data records for the Instrument record. This includes date/time stamps for the 
sets of Instrument subgroups as well as any Data Elements. 
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Further, click on the  button to display a grid of all Instrument subgroups along with corresponding 
values. 
 

 
 
The grid allows editing of values, simply click in the cell and modify the value, moving to another cell or 
element will automatically save the changes. 
 

 
 
Note: Instruments cannot be created through the MLDBConsole interface, they must be created through 
the import process. 
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3.6 Data Elements View 
 
When selecting Data Elements in the Groups view the panel on the right will update with the Data 
Element , Data and Dynamic Events  tabs. These tabs provide views of the detail for the Data Element 
records. 
 
Select the Data Element  tab (default tab when switching Data Element records) to view the Data Element 
properties. 
 

 
 
These properties describe the Data Element, including Name, ID, Active , Description , User Name , 
Tolerance  Settings , Units , Default Offset , Custom Field Types, Custom Fields  and Notes .  
 
See section 4.3 for complete information on the fields in the Data Element panel. 
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3.7 Data View 
 
Select the Data tab to view the data for the selected Data Element. The panel on the right will update with 
the available data records. The newest records, by date/time stamp, are shown at the bottom. 

Directly above the Data grid are the Data Filter functions.  Selecting Last  will filter data collected during 
the time period specified in the pull down menu.  Selecting Custom  allows for filtering data based on a 
date range specified by the date pull down menu.  After a filter option is selected, clicking Apply  will filter 
the data. 

 
 
Notice the grid control in the lower left of the grid. This provides for navigating the grid, including adding 
and deleting records. Use the scroll bars at the bottom and right to navigate the grid. 
 
Hint: The grid column widths are adjustable using the controls in the column heading row. 
 
The grid control button functions are as follows: 

 Advance to the first record in the grid. 

 Advance to the top record of the grid shown. 

 Advance to the previous record. 

 Advance to the next record. 

 Advance to the bottom record of the grid shown. 

 Add a new Data record (will display at the bottom of the grid with the current date/time). 

 Delete the currently selected record. 
 
Hint: When selecting the Data tab for Data Elements that have many records a SQL timer will display 
while the records are fetched. 
 
See section 4.4 for complete information on the Data panel fields. 
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To add a new Data record, press the  button in the grid navigator. A row will be added at the bottom of 
the Data grid.  
 

 
 
Configure the row values including Data, Valid  and Ignore Tolerance  flags, Offset , and Notes  fields. If 
the value should be checked for alarms then leave Alarm Checked  unchecked, Username will be filled 
automatically based on your login credentials. Adjust the Recorded date/time stamp as needed, the 
default value will be the current date and time. Once complete, press Save to save the new Data record. 
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3.8 Dynamic Events View 
 
Select the Dynamic Events  tab to view the Dynamic Event records for the selected Data Element. The 
panel on the right will update with the available data records. Dynamic Event records consist of readings 
stored at a high sampling rate and then stored as a single record in the database, compared to the Data 
records which represent a single measurement stored at a specific date and time. The newest records, by 
date/time stamp, are shown at the bottom. 

 

 
 
Notice the grid control in the lower left of the grid. This provides for navigating the grid, including deleting 
records. Use the scroll bars at the bottom and right (if shown) to navigate the grid. 
 
Hint: The grid column widths are adjustable using the controls in the column heading row. 
 
The grid control button functions are as follows: 

 Advance to the first record in the grid. 

 Advance to the top record of the grid shown. 

 Advance to the previous record. 

 Advance to the next record. 

 Advance to the bottom record of the grid shown. 

 Delete the currently selected record. 

See section 4.4 for complete information on the Dynamic Events panel fields. 
 
Note: Dynamic Events records have limited editing o ptions, these include Valid and Notes, 
otherwise the field values are populated during dat a import. 
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4. Database Records  
 
The MultiLogger Database System is designed to store all the data from a given project in its SQL 
database. As it relates to the Database Console this data consists of the following records (see the 
following sections for more detailed information): 

 Groups  - These are collections of Data Elements that have been organized in the database. When 
using an Automated Data Acquisition System (ADAS) these will by default describe a collection of 
measurements, or Data Elements, from a specific system. Once configured in the database these 
Data Elements may be re-organized with separate Groups or Subgroups as needed. 

 Instruments  – An Instrument is a grouping of Data Elements that is specialized to certain methods of 
data reduction and presentation, e.g. inclinometer data. 

 Data Elements  - These correspond to individual measurements, when using an ADAS these 
correspond to the measurements output by each channel of the system. Each channel may output 
multiple measurements, for example a piezometer that outputs a pressure and a temperature 
measurement. 

 Data - These are the individual data records for each Data Element. 

 Dynamic Events  – These are sets of data values associated with triggered recording of data usually 
from a high-speed recording device. 

 
Note: There are actually numerous other types of re cords created in the database by Insite and 
associated with the Groups. These records consist o f graphics, calculations and other user 
settings. Review the Insite User's Guide for more d etails on these records. 

4.1 Groups 
 
These are collections of Data Elements that have been organized in the database. When using an 
Automated Data Acquisition System (ADAS) these will by default describe a collection of instruments, or 
Data Elements, from a specific system. Once configured in the database these Data Elements may be re-
organized with separate Groups or Subgroups as needed. 
 
The MLDBConsole Groups viewer presents the organization of Groups in a tree structure. 
 
The Groups record consists of the following fields:  

 Name - This is the name of the Group, when importing data from the ADAS it defaults to the ID of the 
system that supplied data for the Group. Up to 50 characters can be used for the Name. 

 Description  - Enter a more verbose description for the Group in this field. Up to 150 characters may 
be used for the Description . 

 Active  - Select Y or N in this Boolean field to indicate whether a Group is active or inactive. Groups 
can be set to N to limit the number of Data Elements available by Insite because all Date Elements 
for this Group will be de-activated. 

 User Name  – This edit will display who is the owner, who created or last modified the Group record. 
This cannot be edited but is updated based on the user login.  

 Notes  - This field can be used to add user notes or other helpful information regarding the Group. 
The data import process will add a date/time comment regarding when the Group record is created or 
modified. 
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4.2 Instruments 

An Instrument is a collection of one or more Data Elements, which can also be organized to include 
additional Instrument subgroups. It is essentially a specialized type of Group. It is generally used where 
an instrument has multiple measurements associated with it, for example an inclinometer probe is a 
single “Instrument” but has measurements at specified intervals and up to 4 measurements per level. In 
this case each level would be organized as an Instrument subgroup within an overall Instrument to 
represent the inclinometer. 

The Instrument record consists of the following fie lds:  

 Name - This field identifies the Instrument. The Name must be unique for each ID, duplicates will be 
ignored. Up to 50 characters may be used for the Name. 

 ID – When importing data from a datalogging system this corresponds to the Datalogger ID 
configured for the system. It is used to differentiate Instruments with similar names that are used for 
multiple systems. 

 Description  - This field provides a more verbose version of the Name. 

 Active  - Select Y or N  in this Boolean field to indicate whether the Instrument is active or inactive. 
Instrument can be set to N to limit the number of Instruments available to the database clients. 

 User Name  – This edit will display who is the owner, who created or last modified the Instrument 
record. This cannot be edited but is updated based on the user login. 

 Notes  - This field provides a way to enter text to provide additional description or other information 
regarding the Instrument. 
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4.3 Data Elements 

These refer to the individual measurements, whether collected by an ADAS or entered manually, that 
have been configured in the database. 

MLDBConsole will display the Data Element record fields on the Data Element tab in the panel shown to 
the right of the Groups viewer.  

The Data Element record consists of the following f ields:  

 Name - This field identifies the Data Element. It corresponds to the Label configured using 
MultiLogger for the channels of the system. If this field was created through an import process from 
ADAS data this field name should NOT be changed in the MLDBConsole, in this case it should be 
modified in the MultiLogger Channel Configuration Label edit. The Name must be unique for each ID, 
duplicates will be ignored. Up to 50 characters may be used for the Name. 

 ID – When importing data from a datalogging system this corresponds to the Datalogger ID 
configured for the system. It is used to allow Data Elements with similar names that are used for 
multiple systems, e.g. Battery_Volts. If managing data that is automatically imported into the 
database then generally this setting should be changed in MultiLogger or in the Location File directly. 

 Active  - Select Y or N  in this Boolean field to indicate whether a Data Element is active or inactive. 
Data Elements can be set to N to limit the number of Data Elements available to the database clients. 

 Description  - This field provides a more verbose version of the Label. This field should NOT be 
changed if the Data Element has been created or will be updated by the data import function, in this 
case the Description  should be modified in the MultiLogger Channel Configuration Description edit. 

 User Name  – This edit will display who is the owner, who created or last modified the Data Element 
record. This cannot be edited but is updated based on the user login. 

Tolerance Settings Group 

 Baseline  - This is nominal value to be used for tolerance checking, it is stored internally as a double-
precision floating point value. Non-numeric characters cannot be entered in this field. Note: If this 
field is left BLANK then the operation of the Toler ance function is modified, see the following 
sections for more details. 

 Low - This is low-limit range of acceptable values, to be used in conjunction with the Tolerance 
Baseline . It is entered as a percent of the Baseline, for example if the Baseline is 25 and the Low 
value is 99 then the low limit of acceptability is 25 - (0.99 x 25) or 0.25 Note: If the Baseline field is 
blank then this field works as a low-limit for the tolerance check. 

 High  - This is high-limit range of acceptable values, to be used in conjunction with the Tolerance 
Baseline . It is entered as a percent of the Baseline, for example if the Baseline is 25 and the High 
value is 100 then the high limit of acceptability is 25 + (1.00 x 25) or 50. Note: If the Baseline field is 
blank then this field works as a high-limit for the  tolerance check. 

 Applies to New Data  - Select Y or N  in this Boolean field to indicate whether the Tolerance settings 
will be used to automatically set the Valid  Boolean for individual data records during subsequent 
import of data or review of existing data. 

 Units  – This field identifies the units of the value, i.e. None, psi, centimeters, etc. This value usually 
comes from the Output Units setting in the Channel Configuration form or from the Location File used 
for the import of data. The drop-down list is populated by the current Units settings of MultiLogger. 

 Default Offset  – This field sets the default value for the Offset field of the Data records when Data 
records are manually or automatically entered into the database. A null value, or empty field, 
indicates a value of 0. 

 Notes  - This field provides a way to enter text to provide additional description or other information 
regarding the Data Element. 
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 Custom Field Types  – Select from the Custom Field Types that have been defined in the database. 
Custom Field Types are lists of user defined fields that can be associated with specific Data Elements 
and then populated with values. For example, the location of instruments can be defined and used to 
help identify instruments. The Fields that are configured and then populated with values become 
available for use with the client applications Insite and MLWeb . At present the fields are 
automatically added to the list of available fields output in the Instrument Report of Insite. To 

configure the Custom Field Types, press the  button located to the right of the Custom Field Types 
drop-down to display the Configure Custom Field Types form.  

 

  
 Use the grid control to define new Custom Field Types and Fields.  

 The buttons perform the following functions: 

 Add a new record, either a Custom Field Type, or a Field to an existing Custom Field Type. 

 Delete a record, either a Custom Field Type, or a Field from an existing Custom Field Type. 

 Edit the currently selected record. 

 Accept changes made to the Custom Field Type or Fields. 

 Cancel changes made. 
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1. Follow these steps to add a 
Custom Field Type and 
Fields. First press the  
button to add a new Custom 
Field Type. Note the cursor 
locates to the top of the grid. 
Type the name of the new 
Custom Field Type, in the 
example, Piezometers. 

 

 

 

 

 

 

 

 

You can press the  to accept the new Custom Field Type but it is not necessary yet. 

 

 

 

 

2. Next, press  again to add 
a new Field to the Custom 
Field Type. Note a second 
grid will display below the 
selected Custom Field Type.  
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3. Enter the name for the Field 
to be added to the Custom 
Field Type, in this case 
Elevation. 

 

 

 

 

 

 

 

 

 

You can press the  to accept the new Field but it is not necessary yet. 

 

 

 

4. Press  again to add all 
the Fields to the Custom 
Field Type.  

Once all Fields have been 
defined then press Accept 
to save changes and return 
to the Data Element panel. 

 

 

 

 

 

 

 

 

 
Hint: You cannot delete Custom Field Types that are currently in use by any Data Elements. First you 
need to remove the Custom Field Types association for all Data Elements. Custom Field Type selections 
are deleted by selecting the drop-down control on the Data Element panel and pressing <DELETE>. 
 
 



Section 4 – Database Records 

MLDBConsole User’s Guide 30

Note the new Piezometers option available in the Custom Field Types drop-down. Select it to retrieve 
the Fields that have been defined for the Piezometers Custom Field Type, as shown below. 

 

 

 

 Now populate the Value cells to match the defined Fields associated with the Piezometers Custom 
Field Type. Press Save once all changes are made. 
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4.4 Data 

These refer to the individual Data records for Data Elements whether collected by an ADAS or entered 
manually. 

The MLDBConsole will display the Data grid on the Data tab in the panel shown to the right of the Groups 
viewer. 

The Data record consists of the following fields:  

 Recorded  – This is the date and time stamp for the Data record, when entering data manually this is 
configured when creating the Data record, when importing data from an ADAS this is entered 
automatically. The date and time stamp can be modified by clicking on the field and modifying the 
value using the numeric keys.  

 Data – The value of the data, this is stored internally as a double-precision floating point value. Non-
numeric characters cannot be entered in this field. 

 Valid  – Check whether the data is valid or not. This is useful where recorded data may be erroneous 
or suspect, and hence excluded from report, chart or spreadsheet output, but the actual records 
should be preserved for historical reasons. This field may be set automatically depending on the 
setting of the following field or the Tolerance Setting Applies to New Data  field of the Data 
Elements record. 

 Ignore Tolerance – Check to indicate whether the tolerance fields, part of the Data Element record, 
will be used to validate this data. It may be necessary to check this field for data that falls outside of 
the tolerance values but is still considered valid data. This will prevent the database from modifying 
the Valid  field during subsequent reviews of the data. 

 Offset  – An Offset value which will be added to the datum automatically when retrieved from the 
database by the client software, whether Insite or MLWeb. It is useful to make adjustments to zero 
readings, provide offsets if instruments are replaced, or other needs. When creating new data records 
the default Offset  is selected from the Default Offset  field of the Data Element record. A null value, 
or an empty field, is considered an offset of 0. 

 Elapsed  – The elapsed time from when the test began. Note: This field is only activated when 
using the Logarithmic Intervals function of MultiLo gger.  

 Alarm Checked  – Indicates whether the data has been checked for alarm. Usually MsgServer , 
running on the database server or on a machine connected to the server, sets this flag automatically 
as it processes the data after it is imported into the database. See Appendix A.4 for more information 
on using and configuring MsgServer. 

 Notes  – Use this field to record any additional information specific to this Data record. 

 Username  – This edit will display who is the owner, who created or last modified the Data record. 
This cannot be edited but is updated based on the user login  
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4.5 Dynamic Events 

These refer to the individual Dynamic Events records for Data Elements, collected by an ADAS or 
imported manually. 

The MLDBConsole will display the Dynamic Events grid on the Dynamic Events tab in the panel shown to 
the right of the Groups viewer.  

 Triggered  - The exact date and time when the event was triggered. This is a read-only field. 

 Frequency  - The recording frequency in Hz (cycles per second) that were used to capture this event. 
This is a read-only field. 

 Pre-Trigger  - The number of pre-trigger data in seconds included in this event. This is a read-only 
field. 

 Post-Trigger  - The number of post-trigger data in seconds included in this event. This is a read-only 
field. 

 Dynamic Records  - The total number of data records associated with this event. This number 
usually equals Frequency * (Pre-Trigger + Post-Trigger) + 1 . For example if the Frequency was 
1000 and the Pre-Trigger and Post-Trigger were both 5 then Dynamic Records = 10001 = 1000 * (5 + 
5) + 1. This is a read-only field. 

 Valid  - Select whether the Dynamic Event will be available for viewing through the client software, 
either Insite or MLWeb. You will need to press Save to record changes to this field. 

 Notes  - Use this field to record any additional information specific to this event. 

 Username  – This edit will display who is the owner, who created or last modified the Dynamic Event 
record. This cannot be edited but is updated based on the user login.  
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Section 5. Set Data Fields  
 
The Set Data Fields form is designed to provide an easier method of updating multiple Data Element or 
Data records. An example of the form is shown below. 
 

 
 
The following sections will explain in greater detail the various form options and functionality. 

5.1 Select Data Elements 
 
All form functions will be executed on the Data Elements shown in the Selected Data Elements  list. 
 
To select Data Elements expand the appropriate Groups shown in Available Data Elements,  select the 
Data Elements to be modified, then press Insert  or use drag-n-drop to move them to the Selected Data 
Elements list. Multiple Data Elements can be selected by holding the <CTRL> key down while left-button 
mouse clicking, or by holding the <SHIFT> key down to select a swath. Press Delete to remove selected 
Data Elements from the Selected Data Elements  list, or press Delete All  to remove all Data Elements. 
 
The ID is also shown in the Selected Data Elements grid to help identify elements that have the same 
name, for example all the battery voltages from several systems that are archived in the database. 
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5.2 Functions 

There are a number of functions available to modify the selected Data Element and/or Data records. 
Check the desired functions, as follows: 

 Set Valid  – This group configures the type of validation to be applied to the selected Data Elements. 
Valid is the flag associated with each Data record for each Data Element. Data records with Valid set 
to False will not be output nor used for alarms or notification, they will however remain in the 
database for later review. True will simply set the Data records Valid flag to True, False will set it to 
False. Use Existing Tolerance  will use the current Tolerance settings for the Data Elements, Use 
New Tolerance  will use the values shown in the Tolerance group. Use New Tolerance  will only be 
enabled if values have been configured in the Tolerance group. 

 Set Ignore Tolerance Constraints  – Set the corresponding Data Element field for the selected Data 
Elements to True. 

 Set Active to False  – Set the corresponding Data Element field for the selected Data Elements to 
False. 

 Set Tolerance as New  – Set the corresponding Tolerance fields for the selected Data Elements 
using the values shown in the Tolerance group. This field will be disabled unless values have been 
entered in the Tolerance group. 

 Set Tolerance Applies to New Data  – Set the corresponding Data Element field for the selected 
Data Elements to True. 

 Delete Data Records  – Delete all Data records for the selected Data Elements and date range. 

 Set Offset  – Set the value shown in the edit at right as the Offset for the Data records selected based 
on the selected Data Elements and date range. 

 Set as Default Offset  – Check this box to use the entered Offset value that will be applied to the 
selected Data records as the Default Offset for the selected Data Elements. This option will only be 
enabled if the Set Offset  option is enabled. 

 
See section 4.2 for more information on specific Data Element record fields, see section 4.3 for more 
information on specific Data record fields. 

5.3 Data Selection 

Once Data Elements are selected, the date range over which to apply changes to the Data records must 
be configured. There are 2 basic methods of configuring the data range:  

 Last  – Select from the pre-defined options, including All , Day, Week, Month , Year, 2 Years, 3 
Years, 4 Years or 5 Years.  

 Custom Time  – Modify the From  and To dates and times using the date and time pickers. The date 
and time pickers will only be enabled if Custom Time  is selected. 

5.4. Tolerance 

Enter the Baseline , High  and Low  values to be used for setting the Tolerance fields or setting the Valid 
flag for selected Data Elements and Data records. See section 4.2 for more details on how these fields 
work to validate data. 
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5.5 GO! 

After configuring which Data Elements are to be updated, and configuring what changes are to be made 
to the Data Element or Data records, you must press GO! to update the database. While the database 
script is executing the hourglass cursor will display, once complete the cursor will revert to the default. 
 
The example shown below will apply to the 2 Data Elements, LF_PZ1A and LF_PZ1B, the new Tolerance 
settings that have been entered, then configure those Tolerance settings as the new settings for both 
Data Elements, use these Tolerance settings for any new data imported and finally update the Offset field 
with a new value, which will also be used as the default for any new data imported for those elements. 
The Custom Time range will only apply these settings to Data in the first 2 weeks of March 2008. 
 

 
 
Note: If a large number of Data records are affecte d by the changes, for example deleting a large 
number of Data records from a large number of Data Elements, the script may take some time to 
execute. Please be patient and do not abnormally te rminate MLDBConsole. 
 
When finished making changes to the Data Element or Data records press Close  to close the Set Data 
Fields form and return to the console.
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Section 6. Configure Users  
 
The Configure Users  form is used to configure the access different logins will have to the database. It 
also configures the pages that users can view using MLWeb and their profile. 
 
Note: The login configuration applies to MLDBConsol e itself as well as Insite and MLWeb.  
 
The form is accessible from the menu item Database | Configure Users , or by pressing the Users  button 
on the MLDBConsole toolbar. 
 
Initially the form will show only the SYSDBA Administrator, click to expand the Administrator group. 
 

 
 
The form consists of 2 sections: 

·  Users  - Provides a tree-view display of the 6 groups of users, 5 which configure access to the 
current database plus a No Access  group. Below the tree are the controls to Add,  Move, Delete, 
Duplicate  (copy the credentials from one user as another) and Set Password , for selected users 
or groups. See the following section for more information. 

·  User Rights/User Web Rights/User Profile  – The tab control at the right provides pages for 
configuring the User including their rights and profile. See the following sections for more 
information on each tab. 

 
When finished configuring users, press Accept  to save the changes or Cancel  to cancel them. You will 
be returned to the MLDBConsole main view after pressing Accept  or Cancel . 
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6.1 Managing Users 
 
The buttons below the Users group provide for managing Users. 
 

 
 
The buttons have the following functions: 

 Add  – Add a new User. Use the drop-down control to select a 
specific user otherwise a user type of the currently selected 
group will be added. In the example above, the Technician user 
type is selected, pressing Add will prompt to enter the new 
Technician user name. 

 

 

 Move – Move the currently selected user to another group. The list of groups available will depend on 
the user type selected, e.g. Technician can be moved to Project Manager, Guest or No Access. 

 

 Delete – Delete the currently selected User. You will be asked to 
confirm the deletion.  

 
 
 
 

 Duplicate  – Duplicate an existing User including all rights.  

 Set Password  – After Users are created their password must be 
set. Use this option to set (or reset) the password for any 
selected user. Passwords must be entered twice to confirm 
correct entry. Passwords must be a minimum of 5 characters in 
length. 
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6.2 User Types 
 
The following rules apply to creating and configuring each type of user: 
 
 
Administrator  

·  Only 1 Administrator may be configured per server.  

·  Only the Administrator may add other users and configure 
passwords for all users. 

·  Passwords must be a minimum of 5 characters in length. 
Use a mix of alpha and numeric characters for best 
security. DO NOT USE DICTIONARY WORDS FOR 
PASSWORDS. 

·  Only the Administrator can Backup and Restore the 
database. 

·  Administrators have full and complete access to all aspects 
of database and project configuration. 

 
Database Manager  

·  Database Managers have read/write access to all groups 
in the database, including the root group. 

·  Database Managers can move No Access , Guest  and Technician  users all the way up to 
Project Manager . 

·  Database Managers can configure Project, Group and Data Element access to Project Managers, 
Technicians, and Guests. 

·  Database Managers can use Insite to configure projects, this includes adding, deleting and 
configuring Image Windows as well as Data and Calculated Element configuration, Output 
Parameters, notification methods and other project configuration functionality. (See the Insite 
User's Guide for more information on these aspects of project configuration.) 

·  Database Managers CANNOT create users or change passwords for existing users. 
 
Project Manager  

·  Project Managers can only modify data records for Data Elements they have been assigned by 
Database Manager or Administrator. 

·  Project Managers can only assign rights for the groups that they themselves have rights to. 
·  Project Managers can enter the Insite Design Mode. 
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Technicians  

·  Technicians can view projects that have been configured for their login. In addition they have 
write access to Data Elements that have been configured for their login. The MLWeb View Data 
and Enter Data forms can be used by Technicians to add or delete data from the project 
database. 

·  Technicians can load MLDBConsole, but Backup, Restore, and Audit will be disabled 

·  Technicians cannot enter the Insite Design Mode. 

 
Guests  

·  Guests have no write access to any elements of the project configuration. 

·  Guests can only view projects that are configured for their login. Viewing projects includes any 
Image Windows, Output Parameters and Data and Calculated Elements for the configured 
Projects. 

·  Guests cannot enter the Insite Design Mode. 

·  Guests cannot load MLDBConsole. 
 
No Access  

·  These are logins configured on the server which don’t have access to the selected database. 
They may be configured for other databases located on the same server.  

·  No Access logins can be moved to Project Manager, Technician or Guest groups by selecting the 
user name and clicking Move. Choose from the list for which group to add them to. 
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6.3 User Rights 
 
The User Rights tab displays and allows configuration of specific Groups or Elements that the user has 
access to. The Administrator and Database Manager have access to all elements in the database. 
 
A Group View of the database is shown.  Groups can be expanded or collapsed and checked/unchecked 
using the control to the right. 
 

 
 

6.4 User Web Rights 
 
The User Web Rights tab configures which pages are viewable when logging into the database through 
MLWeb. Use the checkbox control to the left of each page to control whether the User can view the page. 
 

 

 

 



Section 6 – Configure Users 

MLDBConsole User’s Guide 41

6.5 User Profile 
 
Use User Profile tab configures the profile of the user. The most important configuration item is the E-mail 
address, this provides for retrieval of passwords and/or usernames using the options on the MLWeb login 
form. 
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Section 7. Import Wizard  
 
The Import Wizard provides for automated creation of the Location Files needed for import of data. As 
discussed in section Location Files provide information to the database module regarding where the data 
to import can be found and how to format the date/time information. 
 
Click on the Import Wizard  
button on the toolbar (or use 
menu item File | Import 
Wizard ) to get started. A file 
browse dialog will display, 
browse to the appropriate 
path and select the existing 
Location File to edit or enter a 
new name to create a file in 
the selected path. 
 
For demonstration purposes 
let’s assume you have a 
CR1000_Table.dat file you 
wish to import. To automate 
the import of data in this file 
the Location File should have 
the same root name as the 
data file, alternately Location 
Files can be looked up by 
Project ID (we’ll review this in 
a following section). 
 
Click Open to create the file and display the Import Wizard form. 
 

 
 
See the following section for an explanation of the various form options.  
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7.1 Import Wizard Form 

 Separator  – The separator identifies the type of character that is used to separate values in the file. 
Most data files are Comma  separated. This setting is saved as the Delimiter=  keyword in the 
[Format]  section of the Location File, valid values are comma , tab and space . 

 
 Date Format  – This setting configures how the date/time values are encoded in the data file. Julian 

refers to the Julian day format. Y1900 is an Excel Y1900 format, or a number that represents the 
number of days that have elapsed since January 1, 1900. The fractional part of the value refers to the 
portion of the day, hours, minutes, seconds and milliseconds, that has elapsed during the day. 
Resolution to 0.001 (1 milli-second) seconds (with appropriate number of decimal places) is 
supported. 

 
 This setting is saved as the DateFormat=  keyword in the [Format] section of the Location File, valid 

values are Julian , Y1900 and DateTime . 
 

Date/Time  refers to a custom date and time format, with encoding as follows: 
AMPM – Convert 12 hour format. 
D – One or two digit day (1-31). 
DD – Two digit day with single-digit values preceded by a zero (01-31). 
DDD – Three character weekday abbreviation (Sun – Sat). 
DDDD – Full weekday name (Sunday – Saturday). 
H – One or two digit hour in 12 or 24-hour format (0-23). 
HH – Two digit hour in 12 or 24-hour format, single digit values preceded by zero (00-23). 
M – One or two digit month value (1-12). 
MM – Two digit month, single digit values are preceded by zero (01-12). 
MMM – Three character month abbreviation (Jan - Dec). 
MMMM – Full month name (January – December). 
N – One or two digit minute (0-59). 
NN – Two digit minute, single digit values are preceded by zero (00-59). 
S – One or two digit seconds (0-59). 
SS – Two digit seconds with single digit values preceded by zero (00-59). 
Z – Millisecond value without leading zeros (0-999). 
ZZ – Millisecond value with leading zeros (000-999). 
YY – Last two digits of the year, e.g. “2008” would be “08” (00-99). 
YYYY – Year as 4-digit value (0000-9999). 
 
Be sure to include extraneous characters that are included in the strings, e.g. quotes, colons, semi-
colons, etc. 

 
Following are examples with corresponding Date/Time filters: 
"2008-04-14 8:43:00AM"  = "YYYY-MM-DD H:NN:SSAMPM"  
2007/02/28 08:43:27.0  = YYYY/MM/DD HH:NN:SS 
"02/09/2007" "15:00:00"  = "MM/DD/YYYY" "HH:NN:SS" 
 
The Date Format String=  keyword in the [Format] section of the Location File stores the Date/Time 
format edit. 

 Date Column  – Specify which column in the data file contains the date/time information, or in the 
case of Julian Date Format which column specifies the first column of date/time values (the year). In 
the case of Julian the year must be followed by Julian day, time, seconds (total of 4 elements). This 
settings is stored in the Date Column=  keyword in the [Format] section of the Location File. 

 Start Row  – Specify the row to being processing data for import. This setting is stored in the Start 
Row= keyword of the [Format] section of the Location File. The associated After Text  edit provides 
for configuring a search identifier with data following. Note: When using After Text the Start Row 
specified the number of rows AFTER the search ident ifier is found . The After Text  edit is stored 
in the Start After Text=  keyword. 
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 Group ID  – Specify the ID to be to be used for importing the data. If Group ID is left blank then it is 
assumed that the first element of the data file contains the Group ID. In this case the Group 
Description will be disabled as the Description for the first element in the Elements grid will be used to 
supply the Group Description. If the group does not exist in the database at time of import then a new 
group will be created automatically. The Group ID is stored in the Project ID=  keyword, or is 
extracted from the Location File name, e.g. 511.Loc = Group ID = 511. 

 Group Description  – Specify the Group Description. When Group ID is blank this field will be 
disabled as the Description for the first element in the Elements grid will be used to supply the Group 
Description. The Group Description is stored in the Project Desc=  keyword, or if the Group ID was 
extracted from the Location File name is extracted from the Description of the first element. 

 Event Data  – Checking this box will import the data into the Dynamic Events tab. This format differs 
from typical data in that a group of data from given data elements will be imported as a single record, 
as opposed to static data which is imported as discreet records viewable using the Data tab. The 
various Dynamic Events fields (such as Triggered, Frequency and Records) will be calculated by 
reviewing the date/time stamps of the data during the import process. The Event Data flag is stored in 
the Location File in the Event Data=  keyword, where =1 enables event importing. 

 Elements  – The Elements grid is used to specify the order and type of data elements to be imported 
into the database. Each row is stored in a Location=  reference in the [Final Storage Assignments] 
section of the Location File. See section 2.5 for examples and additional information on these entries. 

Note the grid navigator in the lower left portion of the form: 
 

 
 
The buttons have the following functions: 

 Advance to the first record in the grid. 

 Advance to the top record of the grid shown. 

 Advance to the previous record. 

 Advance to the next record. 

 Advance to the bottom record of the grid shown. 

 Add a new delete. 

 Delete the currently selected record. 

 Enter edit mode for the currently selected record. 

 Accept the changes made to the current record. 

 Cancel the changes made to the current record. 

Each record, or row in the grid, corresponds with a column, or element array, in the data file to be 
imported. The following section will detail the use of the various columns in the Elements grid and 
their relation to the imported data file. 

Hint: The grid column widths can be adjusted by dragging the column separator located in the column 
headings – these settings are stored when the form is closed and then recalled when re-opened. 

The buttons on the bottom provide the following functions: 

 Display the Import Wizard help topic from the on-line help. 

 Save the current Import Wizard configuration to the Location File specified (in caption). 

 Cancel changes made to the current Location File and return to the MLDB Console. 
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7.2 Import Wizard Elements 
 
Consider the following Import Wizard configuration for importing table data collected from a CR1000: 
 

 
 

The column headings refer to the element characteristics, as follows: 

Column  – The position in the array. The position can be modified by pressing the UP and DOWN controls 
within the cell. Generally you only need to include  

Name – The name of the element. Up to 50 characters may be used in the name. Note: You cannot use 
spaces in your names . The Name can also be used to define instruments to create or attach the 
imported elements to. For example, if you define the Name as Instrument1#DataElement1 , the import 
will create or find instrument Instrument1 and then create DataElement1 in it. If you define the name as 
Instrument1#Level4#DataElement2 , it will create instrument Instrument1, then Instrument Level4 in it, 
and then DataElement2 in Instrument Level4. 

Description  – Up to 255 characters may be used to describe the element. 

Alarm Type  – Four different alarm types are currently supported, as follows: 

·  Low and High - This Alarm Type is designed to indicate alarm if the measurement falls outside 
the range specified by Alarm Low  and Alarm High . 

·  Rate of Change - This Alarm Type is designed to indicate alarm if the change in measurement 
falls outside the range specified by the Alarm Low  and Alarm High . 

·  Rate of Change/High Level - This Alarm Type is designed to indicate alarm if the absolute 
change in measurement falls outside the value specified by Alarm Low  and the value exceeds  
Alarm High . 

·  Two Level Alarm - This Alarm Type is designed to indicate alarm if the measurement value 
exceeds either Alarm Low  or Alarm High . 

Alarm Low  – The low alarm value, see Alarm Type for usage. 

Alarm High  – The high alarm value, see Alarm Type for usage. 

Note:  Alarm settings are defined using the Configu re Alarms Form in Insite.  Please refer to the 
Insite users guide for more information on configur ing alarm types and values. 
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Units  – Select the units for the data from the drop-down list. This list is populated based on the units.ini 
file contained in your installation folder. 

 
Format  – Provides for formatting the display of the data when outputting to a report or spreadsheet. The 
Format is described as follows: 
 

"%" ["-"] [width] ["." prec] type 
 
A format specifier begins with a % character. After the % come the following, in this order: 
 
 An optional left justification indicator, ["-"] 
 An optional width specifier, [width] 
 An optional precision specifier, ["." prec] 
 The conversion type character, type 

 
The following table summarizes the possible values for type: 
d Decimal. The argument must be an integer value. The value is converted to a string of decimal digits. 

If the format string contains a precision specifier, it indicates that the resulting string must contain at 
least the specified number of digits; if the value has less digits, the resulting string is left-padded with 
zeros. 

u Unsigned decimal. Similar to 'd' but no sign is output. 
e Scientific. The argument must be a floating-point value. The value is converted to a string of the form 

"-d.ddd...E+ddd". The resulting string starts with a minus sign if the number is negative. One digit 
always precedes the decimal point.The total number of digits in the resulting string (including the one 
before the decimal point) is given by the precision specifier in the format string-a default precision of 
15 is assumed if no precision specifier is present. The "E" exponent character in the resulting string 
is always followed by a plus or minus sign and at least three digits. 

f Fixed. The argument must be a floating-point value. The value is converted to a string of the form "-
ddd.ddd...". The resulting string starts with a minus sign if the number is negative.The number of 
digits after the decimal point is given by the precision specifier in the format string-a default of 2 
decimal digits is assumed if no precision specifier is present. 

g General. The argument must be a floating-point value. The value is converted to the shortest 
possible decimal string using fixed or scientific format. The number of significant digits in the 
resulting string is given by the precision specifier in the format string-a default precision of 15 is 
assumed if no precision specifier is present.Trailing zeros are removed from the resulting string, and 
a decimal point appears only if necessary. The resulting string uses fixed point format if the number 
of digits to the left of the decimal point in the value is less than or equal to the specified precision, 
and if the value is greater than or equal to 0.00001. Otherwise the resulting string uses scientific 
format. 

n Number. The argument must be a floating-point value. The value is converted to a string of the form 
"-d,ddd,ddd.ddd...". The "n" format corresponds to the "f" format, except that the resulting string 
contains thousand separators. 

s String. The argument must be a character, a string, or a PChar value. The string or character is 
inserted in place of the format specifier. The precision specifier, if present in the format string, 
specifies the maximum length of the resulting string. If the argument is a string that is longer than this 
maximum, the string is truncated. 

 
Conversion characters may be specified in uppercase as well as in lowercase-both produce the same 
results. 
 
Some examples: 
%.3f will convert a value of 21345.12345 to 21345.123 
%.4f will convert 21345.99999 to 21345 (the value is rounded due to insufficient resolution) 
%.5f will convert 21345.99999 to 21345.99999 
%f will convert 21345.12345 to 21345.12 (uses default of 2 decimal places) 
%.6g will convert 21345.12345 to ‘21345.1’ (only 6 digits allowed) 
%x will convert 21345 to 5361 
% will convert 21345 to 0 (no type was specified) 
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7.3 Examples 
 
Import Wizard Example #1 – CR10X Array format with Julian date formatting:  
 
366,1997,212,1212,0,0.57908,0,0,0,13.777,23.88,-0.1 2191,-0.1345,-0.01259,24.3,24.378,24.39 
366,1997,212,1213,0,0.57908,0,0,0,13.77,23.88,-1.73 61,-2.6655,-0.65097,24.41,24.358,24.39 
366,1997,212,1214,0,0.57908,0,0,0,13.736,24.091,-6. 4319,-6.7365,-2.3719,24.39,24.358,24.39 
366,1997,212,1215,0,0.57908,0,0,0,13.736,24.118,-8. 4436,-8.5163,-3.8103,24.261,24.197,24.197 
366,1997,212,1216,0,0.57909,0,0,0,13.75,24.145,-9.6 132,-9.7087,-4.9034,24.1,24.132,24.132 
366,1997,212,1217,0,0.57909,0,0,0,13.736,24.172,-10 .415,-10.466,-5.692,24.004,24.004,24.004 
366,1997,212,1218,0,0.57909,0,0,0,13.736,24.199,-11 .003,-10.946,-6.271,24.036,24.036,24.036 
366,1997,212,1219,0,0.57909,0,0,0,13.77,24.226,-11. 407,-11.434,-6.7002,23.94,23.94,23.94 
366,1997,212,1220,0,0.57909,0,0,0,13.777,24.253,-12 .192,-12.163,-7.5129,23.844,23.844,23.844 
366,1997,212,1221,0,0.5791,0,0,0,13.777,24.281,-12. 613,-12.501,-7.9422,23.811,23.844,23.844 
 
This data file excerpt includes 10 arrays of data with the first element containing the Project ID, following 
by year, Julian day, time, seconds and decimal day (not imported). Following those elements are the data 
elements including 2 water level elements followed by the temperatures. 
 
The Import Wizard configuration used to import this data would be as follows: 
 

 
 
Note the Battery is found in the 10th array element, or column, of the data. Elements 2-9 do not need to be 
included in the Elements list as they are either used for the date/time encoding or it is not necessary to 
import them. They can be assigned if desired but generally the Elements list should only contain elements 
you wish to import.  
 
Note also that the Location File name used matches the Project or Array ID. This provides for simpler 
import in the future as all data files (regardless of name) from this datalogger can be imported without 
creating a new Location File. The Project ID will be extracted from the related files and since a Location 
File with matching name (assuming it is in the same path as the data files) is found the data will be 
imported automatically. 
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Import Wizard Example #2 – CR1000 Table format with  Julian date formatting:  
 
"TOA5","CR1000_DIRECT","CR1000","1871","CR1000.Std. 15","CPU:D.CR1","30337","FSDATA" 
"TIMESTAMP","RECORD","Logger_ID","Year","Julian_Day ","Time_HHMM","Seconds","Decimal_Day","Elapsed
_Hours","Elapsed_Minutes","Elapsed_Seconds","Batter y_Volts","Panel_Temp","TEST" 
"TS","RN","","","","","","","","","","","","" 
"","","Smp","Smp","Smp","Smp","Smp","Smp","Smp","Sm p","Smp","Smp","Smp","Smp" 
"2008-04-14 10:43:00",0,100,2008,105,1043,0,0.28595 9,0,0,0,13.96632,20.98822,5.014393 
"2008-04-14 11:56:00",1,100,2008,105,1156,0,0.28609 78,0,0,0,14.23641,21.80832,-0.00278057 
"2008-04-14 11:57:00",2,100,2008,105,1157,0,0.28609 97,0,0,0,14.1919,21.80832,-0.05341082 
"2008-04-14 12:00:00",3,100,2008,105,1200,0,0.28610 54,0,0,0,14.1807,21.83543,0.0005438767 
"2008-04-14 12:02:00",4,100,2008,105,1202,0,0.28610 92,0,0,0,14.14227,21.86255,-0.007219963 
"2008-04-14 12:10:00",5,100,2008,105,1210,0,0.28612 44,0,0,0,14.12619,21.97325,-0.01076876 
"2008-04-14 12:11:00",6,100,2008,105,1211,0,0.28612 63,0,0,0,14.06516,21.97325,-0.009286695 
"2008-04-14 12:12:00",7,100,2008,105,1212,0,0.28612 82,0,0,0,14.09263,21.97325,-0.0475068 
"2008-04-14 12:13:00",8,100,2008,105,1213,0,0.28613 01,0,0,0,14.14256,22.00036,-0.03254079 
"2008-04-14 12:14:00",9,100,2008,105,1214,0,0.28613 2,0,0,0,14.04295,22.00036,-0.007927003  
 
This data file excerpt includes the “T0A5” header format, with table definitions and 10 arrays of data. The 
first element is the table date/time stamp, followed by index, project ID, year, Julian day, time, seconds 
and decimal day (not imported). Following those elements are the elapsed hours, minutes, seconds (not 
used), then battery, panel temperature and voltage measurement. 
 
The Import Wizard configuration used to import this data would be as follows: 
 

 
 
Note the Location File has been named the same as the data file. This provides for automated import of 
subsequent data files collected from the system that have the same data file name.  
 
Note the TIMESTAMP record could also be used for configuring the date/time for the data being 
imported. The configuration to utilize the TIMESTAMP element (first array element) is shown in a previous 
section. 
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Import Wizard Example #3 – WaterLOG Logging Module data file:  
 
"WaterLOG Logging Module (New data extracted)" 
"Serial Number : 01411" 
"Extracted     : 10:12:41 06/06/07" 
"Logger Started: 11:00:00 01/13/99" 
"Logging Rate #1 : 01:00:00, Samples :    0" 
"Logging Rate #2 : 01:00:00, Samples :    0" 
"Logging Rate #3 : 01:00:00, Samples :    0" 
"Logging Rate #4 : 01:00:00, Samples :    0" 
"Logging Rate #5 : 01:00:00, Samples :    0" 
"Logging Rate #6 : 01:00:00 (final)" 
"User Notes" 
" WaterLOG Down Hole Data Sensor/Logger  " 
"                 From                   " 
"    Design Analysis Associates, Inc.    " 
"   Logan, Utah  84321  (801) 753-2212   " 
"Delta Log =            0" 
"Hyper Log =            0" 
"Hyper Divisor =   1" 
 
"Coefficients  y = b0 + b1*x" 
 
"Pressure,    b0 =         6.34 ,b1 =        2.307 ,Units = FEET   " 
"Temperature, b0 =            0 ,b1 =            1 ,Units = Deg C  " 
 
"Date"       "Time"     "Day" "Pr(FEET   )" "Tmp(De g C  )" "Batt. Voltage" 
"02/08/2007" "10:24:03"  039,   6.4867,       10.66 ,         6.6 
"02/08/2007" "10:35:19"  039,   6.6354,       11.19 ,         6.2 
"02/08/2007" "10:36:25"  039,   6.5004,       11.50 ,         6.2 
"02/08/2007" "11:00:00"  039,   6.5044,       12.01 ,         6.7 
"02/08/2007" "12:00:00"  039,   6.5115,       11.49 ,         6.8 
 
The data file includes header information describing the logging module configuration, data are found 
following the column headings at row 25, 5 arrays are shown. 

The Import Wizard configuration used to import this data would be as follows: 
 

 



Section 8 – Audit Trail Report 

MLDBConsole User’s Guide 50

Section 8. Audit Trail Report  
 
The Audit Trail Report outputs various useful instrument information and statistics in a tabular report 
format. It is designed to provide compliance with data security and validation standards such as published 
by the FDA (United States Food and Drug Administration) in their section 21, part 11 guidelines. Contact 
Canary Systems for more information including detail on supported elements of the guidelines.  
 
For example, a report can be created to document all changes to Data values for a given User over a 
specified time frame. 
 

8.1 Create Audit Trail Report Form 
 
The Create Audit Trail Report  form is loaded by selecting the menu item Database | Create Audit Trail 
Report , or by clicking the Audit  button on the console toolbar. The form provides for configuring and 
creating the report and then printing or saving it. There are several important elements to the form. 
 
 
 
 

 
 
 
 
 

Groups View Element Selector  Configure Date Range 

Configure Report Format  Configure Fields  Configure Users  
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The following options configure the report format: 
 

8.1.1 Groups View Element Selector 
 
The Groups view provides access to all Groups, Subgroups and Data 
Elements in the database. Expand the Groups using the expand button, 
then select Data Elements by checking the checkboxes located to the 
right.  
 
These elements will be used for generation of the Audit Trail Report.  
 
A sample view showing 4 Data Elements from the example Piezometers 
Group is shown at right. 
 
 
  
 

8.1.2 Selection Criteria 
 
The Selection Criteria are used to filter data according to specific desired date and time criteria. 
 
There are 2 options for configuring the Selection Criteria: 

 Last - This allows you to quickly select data from the present time back according to the selections 
available in the list-box. All  may be selected to select all available data, or the previous Day, Week, 
Month , 3 Months , 6 Months , 9 Months , Year, 2 Years, 3 Years, 4 Years or 5 Years  worth of data 
may be selected.  

 Custom - Includes a date picker that expedites selecting data from one 
date range to another. The From  and To options will activate when Custom 
is selected, click on the right part of the date fields to activate the date 
picker, an example is shown at right. The default is the current date. Click 
the   buttons on the top of the date picker to move the calendar 
backwards or forwards. The date range is inclusive, in other words 
selecting 7/30/2005 as the From  and 7/30/2005 as the To will select all 
data recorded on 7/30/2005. 

 

8.1.3 Fields 
 
There are a number of fields that can be used for populating the Audit Trail 
Report. Use the scroll bar to the right of the control to advance down the list. 
Check the desired fields to be used for the report. The fields are as follows: 
 

 Name – The Name of the Data Element. 

 Description – The Description for the Data Element. 

 Active – Active flag for the Data Element. 

 Alarm Type – The Alarm Type for the selected Data Element. 

 Alarm Low – The Alarm Low value for the selected Data Element. 

 Alarm High – The Alarm High value for the selected Data Element. 

 Element Notes – The Notes field for the Data Element record. 
 

 Reference – The Reference field for the Data Element record. Note: This field is modified using 
Insite, there are no controls within MLDBConsole to manage the References field. 
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 Tolerance Applies – The Tolerance Applies to New Data flag for the selected Data Element.  

 Tolerance Baseline – The Tolerance Baseline value for the selected Data Element. 

 Tolerance Low – The Tolerance Low value for the selected Data Element.  

 Tolerance High – The Tolerance High value for the selected Data Element.  

 Units – The Units setting for the selected Data Element. 
 

 Default Offset – The Default Offset field of the Data Element record. 
 

 Output Format – The Output Format field of the Data Element record. 

 ID – The Datalogger or Project ID field of the Data Element record. 

 Recorded – Recorded, or the date/time stamp, of the Data record. 

 Data – The Data field of the Data record for the selected Data Element. 

 Valid – The Valid flag field of the Data record for the selected Data Element. 

 Ignore Tolerance – The Ignore Tolerance flag field of the Data record for the selected Data Element. 

 Offset – The Offset field of the Data records for the selected Data Element. 

 Alarm Checked – The Alarm Checked field flag of the Data record for the selected Data Element. 

 Elapsed – The Elapsed time field of the Data record for the selected Data Elements. 

 Data Notes – The Notes field of the Data record for the selected Data Elements. 
 

8.1.4 Users  
 
Select the users to be used for generating the Audit Trail Report. All users 
configured in the current database will be shown. Some users, such as Guests and 
Technicians without rights to the selected Data Elements, do not have access 
privileges to modify the fields and records selected for the Audit Trail Report.  
 
Select Users by checking to the left of the listed names.  
 
 
 

8.1.5 Titles 
 
The Titles group allows you to enter/configure the titles, including the footer, which display on each page. 

Press the  button located at the right of each edit box to configure the font displayed. You may select 
the type of font, dependent on installed fonts available, size and appearance. 

 Report Title  - Enter text that will appear at the top of the first page. Up to 256 characters may be 
entered. 

 Page Title  - Enter text that will appear under the title on the first page and then at the top of each 
subsequent page. Up to 256 characters may be entered. 

 Footer  - Enter text that will appear on the bottom of each page. Up to 256 characters may be 
entered. 

 

8.1.6 Font 
 
Select the default font for the processed data. The list of available fonts is derived from your system. The 
default is arial with a size of 10. 



Section 8 – Audit Trail Report 

MLDBConsole User’s Guide 53

8.1.7 Footer 
 
In addition to a title output on the footer of each page you may select a page number and date/time. 
Check Include Number  to output the page number, check Include Date/Time  to output the date and 
time when the data processing was performed. 
 

8.1.8 Margins 
 
Specify units, either In. or cm, and top, bottom, left and right margins of the printed report. Margins define 
the amount of space between data, whether titles or processed elements, and the edge of the paper. The 
default margins for inches is 0.5" all the way around, for cm, 1 cm. 
 

8.1.9 Columns 
 
You may specify whether column labels are staggered, meaning 2 lines are used to output all the labels, 
or they are located immediately next to each other across the top of the page. 

For example, if Stagger Labels  is NOT checked the column headings will output like this: 
Label#1  Label#2  Label#3  Label#4  Label#5 

If Stagger Labels  is checked they will output like this: 
Label#1            Label#3          Label#5 
            Label#2           Label#4 

As you can see staggering the labels affords narrower columns. Specify the exact width of each data 
column, in the units that are default to your paper type and size, in the Width . 
 
Select Auto  to automatically set the column widths. 
 

8.1.10 Paper Size 
 
The default printer is queried for available paper sizes. Select the appropriate size using the drop-down 
list. You may also modify the size by adjusting the Width  and Height  entries. Typically you will not modify 
these values.  

The orientation of the printed report can also be specified in the right-most drop down list, either 
Landscape  for wide printing, or Portrait  for tall printing. 
 

8.1.11 Finalize Audit Report Configuration 
 
After the Audit Trail Report has been configured select the appropriate button for the next action. 
 

 
 

·  GO!: To run the report with the current options and display the Audit Trail Report Preview. 
·  Preview : To display the report with the current options. 
·  Help : To access the Create Audit Trail Report on-line help topic. 
·  Close : Close the Audit Trail Report form and return to the console. 
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8.2 Audit Trail Report Preview 
 
After the Audit Trail Report has been configured and GO! is pressed the report will be generated and will 
display in the Audit Trail Report Preview. 
 
An example report is shown below, to show changes made by the SYSDBA user. The Alarm Type, Alarm 
Low, Alarm High, Recorded and Data fields were also selected. Additional fields are output to the report 
as detailed below. 
 
 
 
 
 
 

 
 
See the following regarding the toolbar buttons.  
 

Date/Time of 
change 

Type of change: 
D=Delete 
U=Update 
I=Insert  

Owner of change  

Data Element changed  

Fields configuration  
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The Audit Report Preview toolbar shown below provides access to the report options: 
 

 
 
The toolbar has the following functions: 
 

 Press to load another report in Rave Snapshot File (extension .ndr) format. Reports would have 
been previously saved using the save function (see below). 

 

 Press to save the current report in Rave Snapshot File (extension .ndr) format. A free report viewer 
is available for download from our Support area at www.canarysystems.com which provides for loading 
the .ndr files and includes functions for printing, modifying, and exporting the data contained in the 
report. 

 

 Press to print the current report. 
 

 If the report is multi-page press to return to the first page. 
 

 If the report is multi-page press to return to previous page. 
 

 If the report is multi-page press to advance to the next page. 
 

 If the report is multi-page press to advance to the last page. 
 

 The current page and number of pages, enter a specific page if desired. 
 

 Zoom the view in. 
 

 Zoom the view out. 
 

 Zoom to fit page width. 
 

 Zoom to fit page. 
 

 Current Zoom value, enter an alternate zoom percentage if desired. 
 

 Close the Audit Trail Report Preview form and return to the Create Audit Trail Report form. 
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A.1 Automated Database Backup  
 
To avoid having to manually use the MLDBConsole Backup function a Windows Scheduled Task may be 
configured using the included GBAK utility. This is a command line backup utility included with the 
Firebird Server installation. The executable gbak.exe is found in the installation path, usually in \Program 
Files\Firebird\Firebird_2_1\bin\gbak.exe  
 
The executable and parameters may be configured directly in the Windows Scheduled Tasks or a .cmd 
(command) file created which is then executed. To create the .cmd file simply open Notepad and copy the 
following text, modify the user and pas (password) fields and the database path and backup file path 
entries as needed, then save as a .cmd file (or .bat file). 
 
"C:\Program Files\Firebird\Firebird_2_1\bin\gbak.ex e" -v -b -t -user “sysdba” 
-pas “masterkey” "localhost:C:\Program Files\Multil ogger\multilogger.gdb" 
"C:\Program Files\Multilogger\multilogger.gbk"  
 
Notes regarding the command line format: 

·  “C:\Program Files\Firebird\Firebird_2_1\bin\gbak.ex e”  is the default Firebird path. Modify if 
Firebird was installed to a different folder or drive. 

·  -user  is followed by the administrator login, usually sysdba (as shown). 
·  -pas is followed by the administrator password, masterkey (default) is shown but change as 

needed. 
·  “localhost”  is the local server (database is on the same machine running gbak), however 

change as needed for connecting to a remote database server. 
·  “C:\Program files\Multilogger\multilogger.gdb”  is the default path of the database to be 

backed up, change as needed. 
·  “C:\Program files\Multilogger\multilogger.gbk”  is the default destination path for the backup 

file, change as needed. 
·  Be sure to enclose the gbak.exe path, as well as the database path and backup file paths in 

quotes whenever there are spaces in the path (for example in between (“program files”). 
 
The Windows Scheduled Tasks group is usually found from the Start menu, Start | Programs | 
Accessories | System Tools | Scheduled Tasks . Click Add Scheduled Task  and follow the wizard for 
adding a scheduled task. The example screenshot shows a database backup task. 
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An alternate method of performing the automated backup will append the date and time to the database 
backup file, so a new file will be created with each backup, compared to the previous method which 
overwrites the backup file each time. The following will need to be saved in a .cmd file which can be run 
manually or scheduled using the Windows Scheduled Tasks function. 
 
@echo off 
setLocal EnableDelayedExpansion 
 
:: get sys YMD into vars 
 
@echo off 
 
:: YYYY getter 
> syyyy.d echo a 100 
>> syyyy.d echo mov ah,2a 
>> syyyy.d echo int 21 
>> syyyy.d echo. 
>> syyyy.d echo p=100 2 
>> syyyy.d echo n sizeYYYY 
>> syyyy.d echo w 
>> syyyy.d echo q 
debug < syyyy.d > nul 
:: OK 
 
:: MM getter 
> sMM.d echo a 100 
>> sMM.d echo mov ah,2a 
>> sMM.d echo int 21 
>> sMM.d echo mov cx,0 
>> sMM.d echo mov cl,dh 
>> sMM.d echo. 
>> sMM.d echo p=100 4 
>> sMM.d echo n sizeMM 
>> sMM.d echo w 
>> sMM.d echo q 
debug < sMM.d > nul 
:: OK 
 
:: DD getter 
> sDD.d echo a 100 
>> sDD.d echo mov ah,2a 
>> sDD.d echo int 21 
>> sDD.d echo mov cx,0 
>> sDD.d echo mov cl,dl 
>> sDD.d echo. 
>> sDD.d echo p=100 4 
>> sDD.d echo n sizeDD 
>> sDD.d echo w 
>> sDD.d echo q 
debug < sDD.d > nul 
:: OK 
 
:: HH getter 
> sHH.d echo a 100 
>> sHH.d echo mov ah,2c 
>> sHH.d echo int 21 
>> sHH.d echo mov cl,ch 
>> sHH.d echo mov ch,0 
>> sHH.d echo. 
>> sHH.d echo p=100 4 
>> sHH.d echo n sizeHH 
>> sHH.d echo w 
>> sHH.d echo q 
debug < sHH.d > nul 
:: OK 
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:: nn getter 
> sNN.d echo a 100 
>> sNN.d echo mov ah,2c 
>> sNN.d echo int 21 
>> sNN.d echo mov ch,0 
>> sNN.d echo. 
>> sNN.d echo p=100 3 
>> sNN.d echo n sizeNN 
>> sNN.d echo w 
>> sNN.d echo q 
debug < sNN.d > nul 
:: OK 
del *.d 
 
for %%F in (sizeYYYY sizeMM sizeDD sizeHH sizeNN) d o call :sub1 %%F 
set /p YYYY=<sizeYYYY.# 
set /p MM=<sizeMM.# 
if %MM% LSS 10 set MM=0%MM% 
set /p DD=<sizeDD.# 
if %DD% LSS 10 set DD=0%DD% 
set /p HH=<sizeHH.# 
if %HH% LSS 10 set HH=0%HH% 
set /p NN=<sizeNN.# 
if %NN% LSS 10 set NN=0%NN% 
del size*.* 
set YMD=%YYYY%%MM%%DD%%HH%%NN% 
echo YMD=%YMD% 
rem @echo off > test%YMD%.txt 
 
"C:\Program Files\Firebird\Firebird_2_1\bin\gbak.ex e" -v -b -t -user “sysdba” -pas 
“masterkey” “localhost:C:\Program Files\Multilogger \multilogger.gdb C:\Program 
Files\multilogger_%YMD%.gbk” 
 
goto :eof 
 
:sub1 
> %1.# echo %~z1 
goto :eof 
:: ======================== DONE  
 
Note: Be sure to update the gbak.exe command line p er the instructions in the previous section. 
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A.2 MLDBConsole Automation  
 
MLDBConsole may be called by other applications to automate data import from other sources. 
 
Hint: MLServer provides for automated data import using DB Import Folders. See Appendix A.4 for 
information on configuring the MLServer DB Import Folders. 
 
There are 3 basic steps to configuring MLDBConsole automation: 
 

1. Create the Location File(s) to be used for the data import. See section 2.6 or section 7 for 
direction in creating the Location File(s). A text editor such as Notepad or Wordpad or the Import 
Wizard can be used to create the file(s). 

 
2. The database configuration to be used for importing the data must be “captured”. This is done by 

loading the database with MLDBConsole, exiting, then copying the mldatabase.ini to the working 
folder to be used for import. The mldatabase.ini file is found in [Shared Docs]\MLDatabase . The 
[Shared Docs] path will vary depending on the version of Wndows.  
 
For WindowsXP: \Documents and Settings\All Users\Do cuments\CanarySys 
 
For Vista/Windows 7: \Users\Public\Public Documents \CanarySys 

 
3. Invoke MLDBConsole while passing the full path and name of the mldatabase.ini file as well as 

the full path and name of the file to be imported. 
 
For example (all one line): 
 
“C:\Program Files\MultiLogger\mldbconsole.exe” 
“C:\Database\mldatabase.ini” “C:\Database\mydatafil e.dat” 

 
Note: Make sure the mldbconsole.exe path matches th e actual installation path, default is shown. 
 
A batch file could be created to encapsulate this command, additional commands could copy, rename or 
delete the data file(s) to be imported. 
 
Contact Canary Systems for further assistance with this functionality. 
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A.3 Upgrading Older Databases  
 
When attempting to load an older database 
the following error message will display. 
 
This error occurs because there are 
required scripts that must be applied to 
update the database you are trying to load. 
These updates to the database are required 
to support the current functionality of 
MLDBConsole, Insite and MLWeb. 
 
You will be prompted at the dialog "Do you want to run database scripts? " Select Yes or No. 
 
If Yes is selected, you will first be prompted to backup the 
database. 
 
It's highly recommended to backup the database prior to 
making any updates - in case of trouble the database can be 
restored to the prior state without any loss of data. Select 
Yes to display the Database Backup form. 
 
Once the backup is 
complete (or you 
pressed No) you will be 
shown the Select SQL 
Script File  browse 
dialog. 
 
Script files consist of 
SQL database 
programming which is 
used to alter the 
structure of the 
database. We provide 
the .sql files that are 
used to update the 
database, these are 
found on the 
MultiLogger Suite 
software CD in the 
\Scripts  folder or in 
later versions they are 
copied to a \Scripts  
folder located in your installation path, usually \Program Files\MultiLogger. 
 
Note the Database version:  shown in the dialog - this indicates which scripts will need to be applied. For 
example, the dialog indicates the current version is 12, so with the database at version 11, the Rev 12 
script must be applied. If the database was at version 10 then Rev 11 and Rev12 scripts would need to 
be applied in order.  
 
A progress dialog will display followed by the message indicating 
success or failure of the script. 
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NOTE: IF THE SCRIPT DOES NOT COMPLETE SUCCESSFULLY THEN DO NOT PROCEED UNTIL 
THIS HAS BEEN RESOLVED. CONTACT CANARY SYSTEMS IN T HE EVENT OF UNSUCCESSFUL 
SCRIPT EXECUTION. 
 
Click OK at the Information dialog, you will be asked if another script is 
required.  
 
If the last script brought the database up to the current version then 
click No. If additional scripts must be applied then click Yes to return to 
the Select SQL Script File  dialog to select another script. 
 
If No was clicked then you will be prompted to Retry the connection?   
 
Click Yes to attempt loading the database and showing the 
Database Console. Click No to display the Database Configuration 
form where a different database may be selected. 
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A.4 MLServer Configuration  
 
MLServer  is the application included with the MultiLogger Suite software that is integral to managing 
databases and notifications. It performs the following functions: 
 

·  Licensing of the database. 
 

·  Import of data sent to it by MLGateway. 
 

·  Import of data collected by other systems and/or software though import folders. 
 

·  Processing of data in the database and generation of alarms and other notifications. 
 

·  Processing and generation of automated outputs. 
 

·  Processing and notification of MultiLogger Notification Configuration. 
 

·  Management of MultiLogger Gateway Lists. 
 
It can be deployed as an application or as a Windows Service. During 
the MultiLogger Suite installation an option will display to configure 
MLServer to run as a Service. Running as a service provides the 
advantage of not requiring a user to be logged in for MLServer to 
function. 
 
Several notification methods are available including email, pager, COM port, e.g. sending a command 
string out a serial port of the PC, digital I/O port events, e.g. using a Keithley digital I/O card to activate a 
dialer or other attached notification device and running executables. See the Insite User’s Guide for more 
information on configuring and using these notification methods. 
 
MLServer Startup – As Application (default) 
 
After installation MLServer will be started 
automatically and also placed into the 
Startup group to launch after re-boots of the 
machine. Note the MLServer icon, , in the 
tray area to the lower right. 
 
Double-click to display the console, shown 
at right. Click the x in the upper right corner of the form to close the form. 
 
Note: Closing the form does not exit MLServer. To e xit MLServer right-click on the icon in the tray 
to display the pop-up menu, then select Exit. 
 
MLServer Start – As Service 
 
If MLServer was installed as a Service no icon will display in the tray. To manage the configuration of 
MLServer, run the MLServer program in the MultiLogger Programs Group. The form (shown above) 
functions similarly to when operated as an application. 
 
Note: Closing the form does not close MLServer. To exit MLServer you will need to stop the 
Service using the Windows Services form and then un install it as a Service. See the following 
section for more information. 
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MLServer – Switching between Application and Service Operation 
 
If installed and running as an Application, follow these steps to convert to Service operation: 
 

1. Use the right-click pop-up menu to exit the application.  
 

2. Start a command window by typing cmd <ENTER> using the Start | Run  option 
of Windows (or the Start | Search  edit Vista and Windows 7). 

 
3. Change to the folder where MultiLogger is installed, if the default folder was used then enter cd 

\program files\multilogger <ENTER> . 
 

4. Start MLServer as a Service by typing mlserver /install 
<ENTER>.  A message should display indicating successful loading of 
the Service. Close the cmd window by typing exit <ENTER> . 

 
5. The Service must be started. Go to Control Panel | Administrative 

Tools | Services . Locate the MLServer entry, right-click and select Start Service . The Services 
view should update to show it started. 

 
If installed and running as a Service, follow these steps to convert to Application operation: 
 

1. Go to Control Panel | Administrative Tools | Services . Locate the MLServer entry, right-click 
and select Stop . The Services view should update to show it stopped. 

 
2. Start a command window by typing cmd <ENTER> using the Start | Run  option of Windows (or 

the Start | Search  edit Vista and Windows 7). 
 

3. Change to the folder where MultiLogger is installed, if the default folder was used then enter cd 
\program files\multilogger <ENTER> . 

 
4. Unload MLServer as a Service by typing mlserver /uninstall 

<ENTER>.  A message should display indicating successful 
unloading of the Service. Close the cmd window by typing exit 
<ENTER>. 

 
5. Locate the MLServer icon in the Programs | MultiLogger  group. 

Double-click to launch the Application.  
 

6. Include a shortcut to MLServer in the Startup folder so when the machine is booted it will load 
automatically as an Application. 
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MLServer – Interface 
 
The MLServer interface is shown below. It provides status information as well as buttons to access the 
various forms and functions. 
 
 
 

 
 
 
 
 
 

Hint: The Operating Time is shown in ddd:hh:mm:ss format, where; ddd=days, hh=hours, mm=minutes, 
ss=seconds. 

 
The Function Buttons perform the following: 
 
Mail – Display the Configure Mail Messaging  form. See the following section for more information. 
 
Databases – Display the Configure Databases  form. See the following section for more information. 
 
Import  – Display the Configure DB Import Folders  form. See the following section for more information. 
 
Help  – Display the main on-line help topic. 
 
About  – Display the current version and support contact information. 
 

 
 

Current Status 

Function 
Buttons 

Operating Time  

Last Status Message 
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Configure Mail Messaging  
 
The Configure Mail Messaging form provides for configuring how MLServer will send emails notifications, 
i.e. how to connect to the mail server and how to use the mail server.

  TCP/IP Connection  – Select LAN Connection
Connection drop-down list to select a L
sending email, or select from available dial
network connections that are available. 
configuration is shown at right. Note: This example 
assumes you have SMTP service available on your LAN. 
Contact your System Administrator to verify availability of 
this service. Typically SMTP services are provided based 
on your LAN login, contact your System Administrator to 
verify access to the SMTP services based on your login

  Server  - This is the domain name for the SMTP server, 
alternately an IP may be specified. Verify with your 
System Administrator the correct setting

  Port  – The default SMTP port is 25, verify with your 
System Administrator the correct setting

  User Name  – This is your SMTP account name, verify 
with your System Administrator the correct setting

  Password  – Enter the password required to use the 
SMTP server, leave blank if no password is required

Hint: When using dial-up networking, 

  From  – Generally this is your User Name followed by the domain originating the email. It usually does 
not matter what name is entered here, however some SPAM filtering software may reject mail which 
does not have a valid From identified

  From Name  – This is usually your proper name, minus email convention

  Attach Data File  – Check to attach the 
contents of the message within the body

   Press to send a test email to verify the mail server 
connection and configuration. After pressing a dialog will display 
prompting for the email to send the test message to, shown at 
right. Enter a valid email address and press 
to abort. Common errors are shown below:

Host Not Found  – Check the Server entry for correct server 
name. 

Connection Timed Out  – Check the Port setting or check for proper firewall configuration.

Incorrect Authentication Data

  Modem  – Select the Modem to be used for dial
modems is supplied by the operating system, if the list is blank check the installed modems.

 
The form buttons have the following functions:

 Display this Configure Mail Messaging he

 Press to accept all changes to the 

 Press to cancel all changes to the Configure 
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The Configure Mail Messaging form provides for configuring how MLServer will send emails notifications, 
how to connect to the mail server and how to use the mail server. 

LAN Connection  from the 
down list to select a LAN Connection for 

ect from available dial-up or other 
network connections that are available. An example 
configuration is shown at right. Note: This example 
assumes you have SMTP service available on your LAN. 
Contact your System Administrator to verify availability of 

service. Typically SMTP services are provided based 
on your LAN login, contact your System Administrator to 
verify access to the SMTP services based on your login. 

This is the domain name for the SMTP server, 
alternately an IP may be specified. Verify with your 
System Administrator the correct setting. 

The default SMTP port is 25, verify with your 
ystem Administrator the correct setting.  

This is your SMTP account name, verify 
with your System Administrator the correct setting.  

Enter the password required to use the 
SMTP server, leave blank if no password is required.  

up networking, Port , User Name  and Password  are usually left blank.

Generally this is your User Name followed by the domain originating the email. It usually does 
not matter what name is entered here, however some SPAM filtering software may reject mail which 
does not have a valid From identified. 

This is usually your proper name, minus email convention. 

to attach the notification information as a file instead of including the 
within the body. 

Press to send a test email to verify the mail server 
After pressing a dialog will display 

prompting for the email to send the test message to, shown at 
right. Enter a valid email address and press OK, or press Cancel  

. Common errors are shown below: 

Check the Server entry for correct server 

Check the Port setting or check for proper firewall configuration.

Incorrect Authentication Data  – Check the User Name and Password. 

Select the Modem to be used for dial-up networking connections. The list of available 
modems is supplied by the operating system, if the list is blank check the installed modems.

buttons have the following functions: 

Configure Mail Messaging help topic. 

Press to accept all changes to the Configure Mail Messaging form. 

Press to cancel all changes to the Configure Mail Messaging form. 
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The Configure Mail Messaging form provides for configuring how MLServer will send emails notifications, 

are usually left blank. 

Generally this is your User Name followed by the domain originating the email. It usually does 
not matter what name is entered here, however some SPAM filtering software may reject mail which 

file instead of including the 

Check the Port setting or check for proper firewall configuration. 

The list of available 
modems is supplied by the operating system, if the list is blank check the installed modems. 
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Configure Databases  
 
Use the Configure Databases  form to configure which databases will be processed for alarms and other 
notifications. It also provides for managing the database licensing. The form is a grid view of currently 
configured databases. 
 

 
 
Hint: The column widths can be adjusted and are saved automatically. 
 
Usually the database entries are already configured on the system and simply retrieved by MLServer. 
MLDBConsole  or Insite  will configure these entries during the Database Configuration step. Alternately 
MLServer may be used to configure these database entries directly. 

 Active  – Indicates whether the database will be actively polled for new alarms and output events. 
Databases may be configured but not polled for Alarm or Output Events.  

 Alias  – This field is read-only and is populated from the name of the database file as found at the 
configured Path.  

 Licensed  – Shows the status of the licensing for the selected database, including an option to 
configure the licensing.  

 Server  – Enter the server name or IP address of the database server that is managing the database. 
Enter localhost for the database server on the same machine running MsgServer. 

 Path  – Enter the path to the database, whether on the local or remote machine. Clicking in the edit 
displays the file browse button  in the edit, this may be used to browse to the database file.  

 Username  – Enter the Username to be used for logging in to the database. The default administrator 
account name is sysdba .  

 Password  – Enter the Password to be used for logging in to the database. The default administrator 
password is masterkey .  

 
The form buttons have the following functions: 

 Display this Configure Databases help topic. 

 Press to accept all changes to the Configure Databases form. 

 Press to cancel all changes to the Configure Databases form. 
 
The following section will detail the function of the grid control in the lower left. 
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The grid control at the lower left manages the grid contents. 
 
The buttons have the following functions: 
 

 Advance to the first record in the grid. 
 

 Advance to the previous record in the grid. 
 

 Advance to the next record in the grid. 
 

 Advance to the last record in the grid. 
 

 Create a new record. 
 

 Delete the currently selected record. 
 

 Save the current grid contents. 
 

 Cancel changes made and revert the grid. 
 
To add a database and license it, follow these steps: 
 
First, press  to a new record. The grid will update with the unconfigured entry. 
 

 
 
Click in the Path  edit to display the file browse button. 
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Browse to the database file and click Open, the grid should update with the new database. Now complete 
the Username , Password  and Active  options.  
 
Hint: If the database was already configured using MLDBConsole or Insite the Username, Password and 
Active options will still need to be complete.  
 

 
 
The administrator account, sysdba  should be used for MLServer. Enter the default sysdba password, 
masterkey , if it was changed (recommended) then enter the correct password. 
 
Pressing Active  will also check whether the database is licensed, if licensed correctly then the grid view 
will update.  
 

 
 
If the database is not licensed correctly 
an error message will display. 
 
Databases with up to 50 elements may 
be used without additional licensing, 
however support obtained from Canary 
Systems will require a Support 
Contract.  
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The grid view will update to show the unlicensed database. Press the Licensing button to display the 
Licensing form.  
 

 
 
The licensing form provides for managing the 
licenses for each database. The form is a grid 
view of currently added License Keys and 
corresponding Authorization Codes, along 
with the number of Elements that the License 
Key provides. Database licensing is based on 
the number of active Data Elements. 

The grid control at the lower left manages the 
grid contents. 

 

The buttons have the following functions: 

 Advance to the first record in the grid. 

 Advance to the previous record in the 
grid. 

 Advance to the next record in the grid. 

 Advance to the last record in the grid. 

 Create a new record. 

 Delete the currently selected record. 
 
Note: If the server has Internet access pressing th e delete button will delete the database License 
Key record from the Canary Systems licensing databa se which allows the database License Key 
to be used for another database or on another serve r.  
 
To add a database license, follow these steps: 
 
First, press  to a new record.  
 
The License Key form will display. 
License Keys are 16 character 
hexadecimal keys that provide for 
adding Data Elements to the 
database license. They are 
obtained from Canary Systems.  
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Once the License Key is entered 
then press Activate  to obtain an 
Authorization Code to activate the 
License Key. The License Key also 
encodes information regarding the 
vendor. 
 
 If registration information has not 
been previously submitted it may 
also be necessary to fill out a 
Registration Form.  
 
Note: An Internet connection is required to use the  electronic activation system. Connect Canary 
Systems directly if the License Key must be activat ed manually. 
 
If activation is successful a message will display, pressing OK 
will return to the Licensing Form. 
 
Contact Canary Systems for assistance with any error 
messages that display.  
 
The Licensing Form will update with the License 
Key entered, Authorization Code obtained and 
number of Data Elements licensed. Multiple 
licenses can be added to each database to 
extend the number of Data Elements licensed.  
 
 
 
 
 
 
 
 
 
 

 
 
 
 
Press Close  to return to Configure Databases form, it should update to show proper License status. 
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Configure DB Import Folders  
 
Use the Configure DB Import folders  form to configure the folders to be scanned for data and 
automatically imported into the database. The form consists of a grid view of currently configured DB 
Import Folders. 

 

 
Hint: The column widths can be adjusted and are saved automatically. 
 
The grid includes the following controls. 

 Active  – Indicates whether the import folder will be actively polled for new data.  

 Alias  – Select from the available databases configured and licensed on the server. Databases that 
are not active or not correctly licensed will not appear in the drop-down list.  

 Folder  – Shows the folder path to be scanned for data import. 

 Filter  – Used to select what type(s) of files to import. 

 Interval  – Select from the drop-down to configure the interval at which the folder is scanned for new 
data to import. Valid options are 1, 2, 3, 4, 5, 10, 15, 20, 30 minutes and 1, 2, 3, 4, 6, 12, 24 hours. 

 Offset  – Use the drop-down to select an offset for data import from the synchronized time intervals 
configured using the Interval option. For example, if 1 Hour is selected as the Interval and 5 is 
selected as the Offset, then import will start at 5 minutes AFTER the top of each hour. 

 On Success  – Configure the action after successful import. Valid options are No Action , Delete, 
Move. No Action  will leave all files intact in the import folder, Delete will delete the data files and 
Move will move them automatically into a \Succeed sub-folder created using the date/time when the 
files were moved, for example May 6, 2010 at 1:19PM will create a folder named 
\Succeed\20100506_1319 . The location files will also be moved into the folder.   

 On Fail  – Configure the action after a failed import. Valid options are No Action , Delete, Move. No 
Action  will leave all files intact in the import folder, Delete will delete the data files and Move will 
move them automatically into a \Fail sub-folder created using the date/time when the files were 
moved, for example May 6, 2010 at 1:19PM will create a folder named Fail\20100506_1319 . The 
location files will also be moved into the folder.  

 
The form buttons have the following functions: 

 Display this Configure DB Import Folders help topic. 

 Press to accept all changes to the Configure DB Import Folders form. 

 Press to cancel all changes to the Configure DB Import Folders form. 
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The grid control at the lower left manages the grid contents. 
 
The buttons have the following functions: 
 

 Advance to the first record in the grid. 
 

 Advance to the previous record in the grid. 
 

 Advance to the next record in the grid. 
 

 Advance to the last record in the grid. 
 

 Create a new record. 
 

 Delete the currently selected record. 
 

 Save the current grid contents. 
 

 Cancel changes made and revert the grid. 
 
To add a DB Import Folder, follow these steps: 
 
First, press  to add a new record. The grid will update with the unconfigured entry. 

 

First, configure the Alias , or the database into which data will be imported. Use the drop-down to select 
databases currently configured to be managed by MLServer. If your database Alias does not display in 
the drop-down then use the MLServer Configure Databases form to configure it. 
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Next, click on the Folder  edit to display the folder browse button. 

 
 
Browse to the folder to be used for data import and press Open. Configure the Interval , Start Minute , On 
Success  and On Fail  options, press Accept  when complete. Example configuration is below. 
 

 
 
If needed, use the  button to add additional Import Folders to scan additional folders for data import. 

Note: Each data file to be imported must have a mat ching Location File to be used for import. See 
Section 7 on using the Import Wizard to create and configure Location Files. 

MultiLogger is used to view the status of the import operations. Use the File | DB Import Folders Status  
option from the Network Manager to display the Status of DB Import Folders  form, example is below. 
 

 
 
The Folder  configured using MLServer (or alternately configured using MultiLogger) is shown along with 
Status  (either Success or Failure) Last Import  date/time, Next Import  date/time (based on the interval 
configured) and the Last Imported Files  found within the folder. 
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View Log File  
 
MLServer includes extensive message and event logging to aid in system maintenance and 
troubleshooting. These messages are contained in the mlserver.log file. The newest messages are 
shown at the bottom, the cursor is automatically located at the bottom when viewing the form. 
 
Press the Log File  option on the MLServer toolbar to display the log file viewer. 
 
Hint: The log file viewer is a dynamically updated form that can be left shown during troubleshooting 
operations. 
 
 
 
 

 
 
 
 
 
The Log View functions are as follows: 

  Open Log File  – Open a previously saved Log File. 

  Save As  – Save the current Log File to a different file. The default is mlserver.log. 

  Clear Log File  – Clear the default log file.  

  Set Filter  – Display the filter form to filter the records shown.  

  Search  – Search for specific strings in the messages.  

  Help  – Display the on-line help topic.  

Event detail area   

Log viewer functions   Log viewing grid   

Event Count   Filter status   
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A.5 Database Maintenance Procedures  
 
This appendix will detail the periodic maintenance that should be performed on the Firebird server to 
optimize server performance and database integrity. It is recommended to run these procedures AT 
LEAST ONCE PER MONTH. 
 
Getting Started 
 
Before starting, make sure all data import and proc essing tasks are temporarily halted.  
 
There may be several tasks running, as follows: 

·  MLGateway  – Collects data from the remote stations. Exit MLGateway, icon is found in the 
system tray if running as an application, use Services control panel option if running as a Service. 

·  MLServer  – Processes data imported into the database and generates alarms and other 
notifications. Also imports data from other sources. Exit  MLServer, icon is found in the system 
tray if running as an application, use Services control panel option if running as a Service. 

·  Close  all Insite  instances running on client machines, or on the server. One MLDBConsole 
instance may be running on the server or on a client to provide the Backup and Restore 
functions. 

·  GeoMosImport (Optional, if installed)  – Collects data from the GeoMos database. Close  the 
application. 

 
Log Files 
 
A number of log files are generated by our applications in the course of managing the various processes 
that are running. These log files are very important to troubleshoot various database issues such as data 
import or alarm/output processing. THEY SHOULD NOT BE DELETED , but archived on a monthly basis 
to an archive folder. Create a Logs  folder within [Shared Docs] (or use an appropriate path to match 
your installation), then use a date/time stamp for the date when files are archived.  
 
Move the following files into the Logs subfolder: 
[Shared Docs]\MultiLogger\MultiLogger.log 
[Shared Docs]\MLGateway\MLGateway.log 
[Shared Docs]\MLServer\MLServer.log 
[Shared Docs]\MLDatabase\Import.log 
If using GeoMosImport, [Shared Docs]\GeoMosImport\G eoMosImport.log 
 
They can be zipped up if desired to provide significant file compression. 
 
Database Backup and Restore 
 
The Firebird SQL database file, or GDB file, stores all of the instrument data including project 
configuration, output parameters and notification configuration is an indexed, relational database 
structure. Other records such as transactions are stored in the database. Backing up and restoring the 
database provides for rebuilding the indexes which are used for finding data, and purges the transaction 
records. This will optimize database performance while providing for repair of indexes that may become 
corrupted. 
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The first step is to Backup the database, or create the GBK version of the database file. This is done 
using MLDBConsole , either running on the server or on a client machine. 
 
Use the Backup  button to create the backup file.  
 

  
 
The path where the file will be written is found on the 
Backup dialog, the default is [Shared 
Docs]\MLDatabase . This is the path on the local 
computer. 
 
Press Start  to begin the backup. Progress will be 
shown in the Backup Output  memo on the Database 
Backup form.  
 
The backup process creates a GBK file in the specified 
path with the database name and date/time when the 
backup was performed, e.g. 
DEMOLOG_200810230725.gbk  for a backup of the 
Demolog GDB created October 23, 2008 at 7:25AM. 
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Database Restore 
 
Once the backup is complete, the console will re-display and the restore can be run. This process will 
rebuild the database including rebuilding the indexes and purging transaction records. You should see a 
significant decrease in the size of the database after the restore process completes. 
 
Press Restore  to begin the restore process. 
 

 
 
You will first be asked to 
confirm disconnect of any 
users, press Yes to proceed 
with the restore.   All  users will 
be forced to disconnect from 
the Database. 
 
 
Next you will be shown the Database Restore  form, used 
for selecting the path and backup file to be used for the 
restore.  
 
Two date/time formats are supported for display of the 
date/time stamp, as follows: 
 
Legacy Format: 
GDBRootName_mmddyyyyhhnnsspp.gbk (e.g. 
demolog_08292002015129pm.gbk ) 
 
Current Format:  
GDBRootName_yyyymmddhhnn.gbk (e.g. 
demolog_200208291351.gbk ) 
 
Where; yyyy = year, mm = month, dd = day, hh = hour, nn 
= minute, ss = seconds, pp = am or pm. 
 
Select the Backup File  from the drop-down list. 
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Press Start  to begin the restore process. You will be asked to confirm restore of the project database to 
the date/time of the backup file. Be sure the date/time matches the backup file just created, as shown in 
the dialog. 
 

 
 
Press Yes to proceed with the restore. The Restore  memo on 
the Database Restore form will update with the restore 
progress. Once complete the database console will display. 
Restore process is complete. 
 
Note:  A common error is the Could not drop database error . 
This often occurs when using MLWeb as the web clients aren’t 
properly disconnected. The easiest way to drop the 
connections is to Stop  then Start  the Firebird server itself. This 
is done using the Control Panel applet for the Firebird Server.  
 
 
 
 
 
 
 
 
Go to the Control Panel, load the Firebird 2.0 Server Manager 
applet and press the Stop  button. 
 
The Firebird server will be stopped, all connections will be 
automatically dropped. 
 
 
 
 
 
 
 
 
 
 
 
Once stopped, press Start  to restart the Firebird server.  
 
The restore cannot be run (nor can any other database function) if 
the server is not started again. 
 
Re-attempt the Restore process described earlier by pressing the 
Restore  button, select the desired restore file and confirm restore.  
 
The restore should proceed properly now.  
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Finishing Up 
 
Now that the database is backed up and restored, the data collection and processing applications must 
be restarted.  
 
Proceed in this order: 
 

·  MLServer – Restart it, if installed as an application then use the shortcut in the MultiLogger Suite 
Program Files group. If installed as a service then uses the Services control panel. 
 

·  MLGateway – Restart it, if installed as an application then use the shortcut in the MultiLogger 
Suite Program Files group. If installed as a service then uses the Services control panel. 

 
·  GeoMosImport (optional, if installed)  – Executable is found in the C:\Program 

Files\MultiLogger  folder. A shortcut could also be placed on the desktop or other appropriate 
location to make launching easier. 
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A.6 Inclinometer Data Import and Management  
 
MLDBConsole supports automated or non-automated import of inclinometer data stored in formats from 
several different vendors.  
 
Note: Unlike standard data file imports no Location File is required for importing inclinometer data. 
 
Files from the following manufacturers are supported, along with specific elements imported: 
 
Format  Elements Imported  
Geokon (.gkn, .dat) Instrument Name: Project Number 

Instrument Description: Project 
Recorded: Date & Time fields 
Depth Units: First line; Metric or English 
Reading Units: Digits 
Probe Constant: From units; Metric = 25000, English = 20000 
Probe Constant checks for 2.0 or 2.5 over-ridge in first line 

RST Digital (.csv) 
 

Instrument Name: Borehole 
Instrument Description: Site 
Recorded: Reading Date 
Depth Units: Depth Units 
Reading Units: Reading Units 
Probe Constant: NA 

RST Analog (.csv) 
 
 

Instrument Name: BOREHOLE CODE 
Instrument Description: SITE CODE 
Recorded: TIME/DATE TAKEN 
Depth Units: OPERATING UNITS 
Reading Units: OPERATING UNITS 
Probe Constant: NA 

Slope DMM (.rpp) 
 
 

Instrument Name: HOLE# 
Instrument Description: PROJECT 
Recorded: TIME 
Units: ENGLISH/METRIC 
Probe Constant: INSTR CONST 

Slope DigiPro (.mdb) Instrument Name: tblInstallation.Instr 
Instrument Description: tblInstallation.Site 
Recorded: tblSurvey.date_read & tblSurvey.time_read 
Units: tblInstallation.CableUnits 
Probe Constant: tblInstallation.InstrConstant 

 
Contact Canary Systems for information on supporting other formats. 
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Simply click on the Import Data  toolbar button (or use the menu item File | Import Data ) and use the 
Browse dialog to locate the files to import, as shown below. 

 

  
 
After import notice the new Inclinometer group created using the name of the borehole. 
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Click the expand button to show the Instrument record for the Inclinometer. Click on the Instrument to 
show the Instrument record. 
 

 
 
Click on Data to show the surveys that have been loaded for the inclinometer. 
 

 
 
Use the grid toolbar at the bottom to navigate the surveys: 

 Advance to the first record in the grid. 
 Advance to the top record of the grid shown. 
 Advance to the previous record in the grid. 
 Advance to the next record in the grid. 
 Advance to the bottom record of the grid shown. 
 Advance to the last record in the grid. 
 Delete the currently selected survey. 
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To view specific surveys click on the expand button  for the survey. 
 

 
 
Data may be viewed and/or edited in the grid. Use the navigation toolbar at the bottom, or the scrollbars, 
to position the grid. 
 
To delete an entire inclinometer first the inclinometer must be expanded. Select the inclinometer 
Instrument, right-mouse click to display the pop-up menu and select Expand All . 
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The Groups view will update with the expanded Instrument record. Notice the Levels Instrument sub-
groups that are now shown. 
 

 
 
Now scroll down to the bottom of the Instrument record and hold the <SHIFT> key down while left-mouse 
clicking to select the entire Instrument record. 
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Now use the right-click mouse button pop-up menu to select the Delete option, or use the Groups Delete 
button. 
 

 
 
The Groups view will update after deleting the Instrument, Instrument sub-groups and Data Elements. 
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A.7 TDR Data Import and Management  
 
MLDBConsole supports automated or non-automated import of Time Domain Reflectometry (TDR) data 
sets stored in several different formats. 
 
Prior to import, a matching Location File must be created to allow for importing the TDR data. There are 
several key elements that must be incorporated into the Location File to provide for importing the data. 
 

·  The array of waveform data must be labeled “TDR_Waveform(n) ” where n is the number of 
elements in the TDR array. The array includes numerous configuration parameters as well as the 
waveform data.  

 
·  When using the SDMX50 multiplexer to increase the number of cables read using the Campbell 

TDR, the data must have a “TDR_Channel ” element defined. 
 

·  When using MultiLogger to program the datalogger to use the TDR100 the Location File will be 
created automatically using the Datalogger ID as the root filename. When using LoggerNet to 
manage the datalogger a Location File will need to be manually created using the MLDBConsole 
Import Wizard. To automate the import process the root name of the data filename should be 
used as the root name for the Location File. For example, if the data file is “DataTable_TDR.dat ” 
use “DataTable_TDR.loc ” as the Location File name. A view of a typical Location File created to 
import TDR data collected using LoggerNet is shown below. 
 

 
 
Hint: To separate TDR datasets from several different dataloggers make sure the Group ID is configured 
differently for each datalogger. 
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To import TDR data manually simply click on the Import Data  toolbar button (or use the menu item File | 
Import Data ) and use the Browse dialog to locate the files to import, as shown below. 

 

  
 
After import notice the new Group named using the Datalogger or Group ID that was configured. 
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Click the expand button to show the Instrument record for the TDR. If the TDR includes multiple channels, 
expanded using the Campbell SDMX50, they will be shown in the same group. The name convention 
used during import is “TDR”, following by the Group ID, in this case “100”, then followed by the channel 
number. If the TDR_Channel  element is absent from the data because only a single cable is attached to 
the TDR100 then the channel number assigned will be 0. 
 

 
 
Click on a specific  TDR to show the Instrument record in the panel to the right.  
 

 
 

Note: Do not rename the TDR Instrument record, othe rwise at the next import another record will 
be created for this TDR.   
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Click on the Data tab to show the datasets that have been loaded for the selected TDR channel.  
 

 
 
Use the grid toolbar at the bottom to navigate the datasets: 

 Advance to the first record in the grid. 
 Advance to the top record of the grid shown. 
 Advance to the previous record in the grid. 
 Advance to the next record in the grid. 
 Advance to the bottom record of the grid shown. 
 Advance to the last record in the grid. 
 Delete the currently selected dataset. 

 
To view specific datasets click on the expand button  for the dataset. 
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Data may be viewed and/or edited in the grid. Use the navigation toolbar at the bottom, or the scrollbars, 
to position the grid. 
 
Note that additional records are created in the TDR Instrument record during import, these include the 
configuration parameters used for the TDR data collection. 
 

 
 
Click on the Data tab to show the individual data records with date/times that correspond to the datasets. 
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Note the elements that were created automatically within the Instrument record for the TDR. These refer 
to the configuration parameters used for the TDR100 to obtain measurements. They are summarized 
below. 
 

Array Label  Description  Imported Name  
TDR_Waveform(1) Configuration of TDR averaging, or the number of 

samples averaged internally for each dataset. Default is 4. 
Avg_Config 

TDR_Waveform(2) Propagation Velocity (Vp), expressed as a percentage 
between 0 and 1.0. 

Vp 

TDR_Waveform(3) Number of points in the waveform, should match the 
number of Point elements that are defined. Valid range of 
data is 20-2048. 

Points 

TDR_Waveform(4) The distance, in meters, to the start of the waveform. 
Typically 0 is configured to have the TDR100 auto-
configure the start. 

Cable_Length 

TDR_Waveform(5) The length, in meters, of the waveform that is being 
analyzed.  

Window_Length 

TDR_Waveform(6) Not applicable to deformation monitoring. Default is 0. Probe_Length 
TDR_Waveform(7) Not applicable to deformation monitoring. Default is 0. Probe_Offset 
TDR_Waveform(8) Multiplier, or scaling factor. Default is 1.0. Multiplier 
TDR_Waveform(9) Offset, or offset value. Default is 0. Offset 

 
Hint: All the data values for these parameters can be changed, however only the Multiplier and Offset 
elements will affect the data reduction, otherwise they are simply references for the TDR configuration. 
 
See our MultiLogger Application Note #22  or the Insite User’s Guide  for additional information on 
these elements. These are available in the support area at www.canarysystems.com  
 
In addition to the above data elements, the actual waveform values will be stored in the database as Point 
Instrument records, shown below the configuration parameters. 
 
Click on the Data tab for the Point Instrument record, or click on the Value Data Element, to display the 
corresponding waveform data. The points proceed in order from beginning of the cable to the end, i.e. 
Point_0001 is the first point in the waveform.  
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To delete an entire TDR first the TDR Instrument Record must be expanded. Select the TDR Instrument, 
right-mouse click to display the pop-up menu and select Expand All . 
 

 
 
The Groups view will update with the expanded Instrument record.  
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Now scroll down to the bottom of the Instrument record and hold the <SHIFT> key down while left-mouse 
clicking to select the entire Instrument record. 
 

 
 
 
Now use the right-click mouse button pop-up menu to select the Delete option, or use the Groups Delete 
button. 
 

 
 
The Groups view will update after deleting the Instrument, Instrument sub-groups and Data Elements. 
 
 
 


